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Introduction

As AI technologies continue to permeate everyday life, children and their rights are 
increasingly affected by them. With its expert opinion on the legally compliant use of chil-
dren’s biometric data as AI training data and in AI-driven decision-making processes,1 
the German Children’s Fund puts a data protection perspective on an important point of 
intersection between AI applications and everyday life: biometric data. As set out in the 
expert opinion, such data are used, for example, in facial recognition, age estimation 
procedures, as well as in the analysis of usage behaviour or emotions. Since biometric 
data is capable of uniquely identifying individuals, it constitutes a ‘special category of 
personal data’ under the General Data Protection Regulation (GDPR). 

This assessment is intended to place the issue additionally within the framework of chil-
dren’s rights. Its aim is to assess the risks and opportunities associated with the use of 
children’s biometric data in the context of AI and to identify political and practical courses 
of action for a design that is compliant with children’s rights.

The assessment is addressed in particular to political decision-makers, specialist audi-
ences from the fields of child protection, education, digitalisation and data protection, as 
well as to organisations and institutions that develop, deploy or regulate AI applications. 

The analysis is guided by the four general principles of the UN Convention on the Rights 
of the Child (UNCRC). 

—	 The best interests of the child must be taken into account in all decisions (Art. 3 
UNCRC), including in the regulation of algorithmic decision-making systems where 
these could interfere with children’s development and safe upbringing.

—	 The right to life and personal development must be ensured by signatory states to the 
maximum extent possible (Art. 6 UNCRC), even though this is difficult to assess in the 
context of such comprehensive technological developments and their implicit long-
term consequences. 

—	 Children’s rights apply equally to all children and must not be undermined by racism 
or discrimination on the grounds of skin colour, sex, language, religion, political or 
other opinion, national, ethnic or social origin, property, disability or other status of 
the child, the parents, the family or the legal guardian (Article 2 UNCRC). Automated 
procedures must not be used to conceal discrimination; rather, they must be designed 
and safeguarded to ensure non-discriminatory decision-making. 

—	 Finally, the views of the child, in accordance with the child’s age and maturity, must 
be given due consideration in all matters that may affect the child directly or indirectly 
(Article 12 UNCRC). In addition to the UN Convention on the Rights of the Child, the 
General Comments of the UN Committee on the Rights of the Child (GC),2 which inter-
pret the Convention and examine specific aspects in greater detail, serve to enhance 
understanding. General Comment No. 25, which addresses children’s rights in the 
digital environment, is therefore a key reference document for this text. 

1	 Expert opinion on the legally compliant use of children’s biometric data as AI training data and in AI-driv-
en decision-making processes, available at: https://www.dkhw.de/gutachten-biometrische-kinderdat-
en-im-ki-training.

2 	 There are currently 26 General Comments of the UN Committee on the Rights of the Child; these are here-
inafter cited as GC x, where x denotes the respective comment number.

https://www.dkhw.de/gutachten-biometrische-kinderdaten-im-ki-training
https://www.dkhw.de/gutachten-biometrische-kinderdaten-im-ki-training
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The expert opinion is to be examined through this assessment across four key areas. First, 
the following section takes up the central analysis concerning the processing of children’s 
biometric data in the training of foundational AI models, which highlights a fundamental 
data protection and, at the same time, children’s rights dimension of the debate. This is 
followed by an examination and contextualisation of the call for an ‘EU Regulation on the 
protection and empowerment of children in the digital world’. In a third step, the case 
studies are framed from a children’s rights perspective. Finally, political implications are 
derived from the expert opinion.
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I.	 Children’s biometric data as  
AI training data

I.1.	 Children’s rights framework

Article 16 of the UN Convention on the Rights of the Child requires the protection of chil-
dren’s privacy and honour and is intended to safeguard them against excessively invasive 
interference with their data. Since new AI models are trained on vast volumes of data 
from a wide range of sources and many systems are also able to access live data from the 
internet, control over one’s own data – or over children’s data – can easily be lost.

In the expert opinion, this issue is addressed via Article 22 GDPR, which is intended to 
protect individuals against decisions based on the automated processing of personal 
data. From a children’s rights perspective, this is elaborated in Section VI E, paragraph 68 
of GC 25. This provision identifies biometric data and the potential risks arising from arbi-
trary and unlawful interference through practices such as ‘automated data processing, 
profiling, behavioural targeting, mandatory identity verification, information filtering 
and mass surveillance’. All of these phenomena are being implemented through new AI 
technologies, which is why States must pay particular attention to ensuring that the use 
of such technologies is permitted only within a clear legal framework that is respecting  
children’s rights.

Paragraph 70 of GC 25 calls on States to enshrine ‘strong safeguards, transparency, inde-
pendent oversight and access to remedy’ in law. According to paragraph 71 of GC 25, the 
processing of children’s data must also be based on the informed consent of the child or 
the respective legal guardians. This is likewise reflected in Article 22 GDPR as a possible 
exception to the prohibition of automated decision-making and profiling. This aspect 
carries particular weight in the expert opinion, as informed consent to the processing of 
personal data constitutes an important safeguard of personality rights and reflects due 
consideration of the views of the child.

Pursuant to paragraph 72 of GC 25, States should also ensure that personal data can be 
withdrawn and deleted, while paragraph 73 of GC 25 calls for procedural safeguards such 
as regular audits and accountability measures. Why withdrawals of consent and deletion 
options pose particular challenges in the context of AI models will be explained in the 
following section.

I.2.	 How AI models and AI systems work

AI foundation models form the basis of commonly used AI systems and are trained through 
machine learning using extremely large volumes of diverse data. For training purposes, 
texts are used predominantly, though not exclusively. These texts are broken down into 
their individual words and the associated context and stored as tokens (data elements / 
the smallest units of information in AI training). Context here refers to the words them-
selves as well as sentence elements that relate to a word through spatial proximity within 
the text. Within a black box, connections are created from these tokens, which form the 
basis for further algorithmic decisions.
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However, the datasets may also include image data, personal posts, code components 
from programming, or audio data3. Depending on the model type, different types of training 
data are required. Multimodal models that are intended to process text and images require 
large volumes of training data of both types4. In this process, biometric data of children 
may just as likely have been incorporated into the training as any other data. This cannot 
be conclusively determined, as given the volume of data and the multitude of sources, 
individual pre-selection is not feasible5.  In addition, there is a continuing shortage of new, 
high-quality content that could be used for training6. To meet this demand, new sources 
of human-generated content, such as the Reddit platform, are being tapped7. Even now, 
most of the tool’s responses appear to be based on sources from Reddit and Wikipedia8. 

AI foundation models form the core set of derivations that ensure the functioning of AI. In 
the case of large language models (LLMs), for example, they enable AI systems built upon 
them to process language inputs and derive instructions from them. As a fundamental 
system architecture, they are necessary for the deployment of a wide range of multifac-
eted AI systems as we know them today. 

AI systems are created through what is known as fine-tuning, whereby, on the basis of a 
foundation model, training with specialised datasets produces a system with a special-
ised field of application. For example, an AI system for facial recognition requires large 
datasets containing images of faces from different perspectives and of different individ-
uals. The datasets required for fine-tuning are significantly smaller than the foundational 
training datasets of large foundation models. 

Both the volume of training data and the quality of the dataset are decisive for the quality 
and reliability of the results produced by specialised AI systems9. Large volumes of data 
increase the accuracy of an application, while the quality of the data basis increases its 
applicability or versatility. Quality is essential to ensure that users of the AI system are 
not subjected to discrimination in the system’s decisions. A comprehensive dataset with 
diverse data relevant to the purpose of application is more suitable for operating an appli-
cation in a non-discriminatory manner than a smaller dataset or one consisting of homo-
geneous data. From a children’s rights perspective, this argues in favour of making larger, 
more diverse datasets available in order to enable higher-quality systems. However, there 
are also children’s rights concerns that must be taken into account.

3	 While OpenAI has not made any public statement regarding the training data used for its model, it is 
highly likely that publicly accessible data from Twitter and Reddit have been incorporated, as well as 
public data from the Common Crawl project, which has been indexing websites since 2008 (see  
https://the-decoder.de/leaks-zeigen-gpt-4-architektur-datensaetze-kosten-und-mehr/, last accessed on 
12 December 2025). In the case of Meta, by contrast, users must lodge an objection in order to prevent 
their shared data from Facebook, Instagram and WhatsApp from being used for AI training purposes.

4	 https://medium.com/madailab/7-types-of-large-language-models-llms-55fb0038ceb9, last accessed on 
12 December 2025.

5	 https://t3n.de/news/forscher-finden-sensible-daten-in-einem-der-groeszten-oeffentlichen-ki-train-
ingsets-1699517/, last accessed on 12 December 2025.

6	 https://www.srf.ch/wissen/kuenstliche-intelligenz/keine-trainings-daten-mehr-schon-2026-gehen-der-
kuenstlichen-intelligenz-die-daten-aus, last accessed on 12 December 2025.

7	 https://apnews.com/article/reddit-openai-chatgpt-bd2291fcc226bc737a44dbef4a31563f, last accessed 
on 12 December 2025.

8	 https://t3n.de/news/ki-quellen-analyse-google-reddit-1703438/, last accessed on 12 December 2025.
9	 By way of example, Yoti states that it has trained its age estimation software using several million 

images of faces of individuals aged between 13 and 30, while also emphasising the necessity of a 
diverse, high-quality dataset: https://www.yoti.com/wp-content/uploads/2025/08/Yoti-Age-Estima-
tion-White-Paper-July-2025-PUBLIC-v1.pdf, last accessed on 12 December 2025.

https://the-decoder.de/leaks-zeigen-gpt-4-architektur-datensaetze-kosten-und-mehr/
https://medium.com/madailab/7-types-of-large-language-models-llms-55fb0038ceb9
https://t3n.de/news/forscher-finden-sensible-daten-in-einem-der-groeszten-oeffentlichen-ki-trainingsets-1699517/
https://t3n.de/news/forscher-finden-sensible-daten-in-einem-der-groeszten-oeffentlichen-ki-trainingsets-1699517/
https://www.srf.ch/wissen/kuenstliche-intelligenz/keine-trainings-daten-mehr-schon-2026-gehen-der-kuenstlichen-intelligenz-die-daten-aus
https://www.srf.ch/wissen/kuenstliche-intelligenz/keine-trainings-daten-mehr-schon-2026-gehen-der-kuenstlichen-intelligenz-die-daten-aus
https://apnews.com/article/reddit-openai-chatgpt-bd2291fcc226bc737a44dbef4a31563f 
https://t3n.de/news/ki-quellen-analyse-google-reddit-1703438/ 
https://www.yoti.com/wp-content/uploads/2025/08/Yoti-Age-Estimation-White-Paper-July-2025-PUBLIC-v1.pdf
https://www.yoti.com/wp-content/uploads/2025/08/Yoti-Age-Estimation-White-Paper-July-2025-PUBLIC-v1.pdf
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I.3.	 Infringement of children’s rights during training processes

During the training of AI models, large volumes of data are processed. From a children’s 
rights perspective, it is particularly relevant how children’s personal and biometric data 
are handled, which systemic risks exist, and which protective measures are required.

Systemic violations of children’s rights:

1. 	 Owing to the volume of data and the unstructured nature of data used to train foun-
dation models, no distinction is made between personal data and other types of 
data. As a result, personal and personally identifiable data of children have become 
part of foundation models and of many specialised AI systems. 

2. 	 No consent has been obtained from the affected individuals, neither from the chil-
dren themselves nor from their legal guardians. 

3. 	 It remains unclear whether the processed data have been sufficiently anonymised 
through the process to ensure that further dissemination does not occur. 

I.3.1. Insight into and control over trained AI models containing  
children’s data 

It is difficult to trace the influence that individual data points have after being processed 
in AI training. It is also hardly possible to determine which specific data have been incor-
porated, since providers of large LLMs demonstrate only very limited transparency. Instru-
ments such as the EU AI Act Code of Practice10 may be applicable here. Its transparency 
guidelines are already being used to prevent copyright infringements. This approach 
could also be extended to personal data. 

Subsequently, existing datasets would need to be cleaned, which is scarcely feasible with 
current means. Since existing datasets are repeatedly used for the re-training of models, 
at the very least known data protection violations should be removed from the datasets 
used for this purpose before they can become further entrenched.

In addition, AI ‘untraining’ methods exist, which are intended to suppress specific data-
sets. In this process, references to the specific dataset or tokens are devalued during 
re-training so that their influence on future outputs is reduced. However, they remain part 
of the data network. Consequently, these methods provide only limited protection for chil-
dren’s personal information.

I.3.2. Possibilities for consent and purpose limitation

As set out in the expert opinion, Article 6(1)(f) GDPR provides an exception for data 
processing where a ‘legitimate interest’ exists. Providers of AI models frequently invoke 
this ‘legitimate interest’. However, the expert opinion establishes that this cannot be used 
for biometric data due to its sensitivity.

Based on the non-specific purposes for which foundation models are used, it cannot be 
assumed that the use of this data is clearly in the child’s best interests. Particularly in the 
field of generative AI, the phenomenon of ‘deep fakes’, artificially created images that 
resemble real people or manipulate genuine images, has already come into focus, high-

10	 https://digital-strategy.ec.europa.eu/en/policies/contents-code-gpai, last accessed on 12 December 2025.

https://digital-strategy.ec.europa.eu/en/policies/contents-code-gpai
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lighting what harm can be caused with biometric image data. Above all, artificially gener-
ated abuse imagery, but also cyberbullying, have been facilitated by generative AI and 
cause massive harm11.

Therefore, if children’s biometric data is made available for AI training, it must be based 
on explicit, purpose-limited consent. To date, options for consenting to the use of one’s 
own biometric data remain the exception and are, at most, encountered in the context of 
AI systems. 

It cannot be expected that data accompanied by consent declarations will be available 
in sufficient quantities to shape models in the interests of the child. However, curated 
datasets that include consent for the specific purpose of use of an application could make 
publicly available datasets of children accessible for AI training with clear purpose limita-
tion. Within the framework of fine-tuning specific applications, the purpose limitation set 
out in a consent declaration can be safeguarded. At the same time, it can be monitored 
whether the application serves the best interests of the child. In any event, a key challenge 
for compliance with children’s rights and data protection standards in AI training remains 
the revocability of consent, since individual datasets can no longer be removed from the 
network of trained decision-making structures once training has taken place.

I.3.3. Anonymisation of personal data and data security

The individual tokens generated during the learning process should be interwoven within 
the AI’s decision matrix and no longer be identifiable as discrete elements, which would 
also sufficiently anonymise personal data. However, various studies have been able 
to reproduce connected token sequences, for example text excerpts from foundation 
models12. As a result, personal data of children contained in the training data could poten-
tially be made accessible to and extracted by users of the respective AI application.

Models are being fine-tuned in order to prevent inferences about the training data13. To 
date, however, this has led to reduced model performance14. With further advances in 
research, foundation models should nevertheless be able to ensure that access to chil-
dren’s data is no longer possible.

The courses of action derived from these challenges are addressed in the chapter ‘Political 
considerations’.

11	 https://www.iwf.org.uk/about-us/why-we-exist/our-research/how-ai-is-being-abused-to-create-child-
sexual-abuse-imagery/, last accessed on 12 December 2025.

12	 A study examined copyright infringements in various AI models and was able to reconstruct lengthy 
passages from Harry Potter: https://arstechnica.com/features/2025/06/study-metas-llama-3-1-can-re-
call-42-percent-of-the-first-harry-potter-book/, last accessed on 12 December 2025.

13	 https://medium.com/@rodolphe-balay-iterates/data-privacy-anonymization-with-ai-tools-7cac26d
7f801, last accessed on 12 December 2025.

14	 https://www.researchgate.net/publication/388399411_Data_Anonymization_in_AI_and_ML_Engineer-
ing_Balancing_Privacy_and_Model_Performance_Using_Presidio, last accessed on 12 December 2025.

https://www.iwf.org.uk/about-us/why-we-exist/our-research/how-ai-is-being-abused-to-create-child-sexual-abuse-imagery/
https://www.iwf.org.uk/about-us/why-we-exist/our-research/how-ai-is-being-abused-to-create-child-sexual-abuse-imagery/
https://arstechnica.com/features/2025/06/study-metas-llama-3-1-can-recall-42-percent-of-the-first-harry-potter-book/
https://arstechnica.com/features/2025/06/study-metas-llama-3-1-can-recall-42-percent-of-the-first-harry-potter-book/
mailto:https://medium.com/@rodolphe-balay-iterates/data-privacy-anonymization-with-ai-tools-7cac26d7f801
mailto:https://medium.com/@rodolphe-balay-iterates/data-privacy-anonymization-with-ai-tools-7cac26d7f801
https://www.researchgate.net/publication/388399411_Data_Anonymization_in_AI_and_ML_Engineering_Balancing_Privacy_and_Model_Performance_Using_Presidio 
https://www.researchgate.net/publication/388399411_Data_Anonymization_in_AI_and_ML_Engineering_Balancing_Privacy_and_Model_Performance_Using_Presidio 
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II.	 An EU Regulation for the protection and 
empowerment of children in the digital world 

The expert opinion recommends a ‘Regulation for the protection and empowerment of 
children in the digital world’. This Regulation is intended to address the specific protection 
needs of children and, as a lex specialis / more specific provision, to take precedence over 
other EU regulations.

Such a Regulation would need to encompass the full breadth of children’s rights and, 
in addition to protection and empowerment aspects, should also strengthen children’s 
participation. In this regard, particular reference is made to paragraph 74 of GC 25, 
according to which it must be ensured that data protection concerns are not used to arbi-
trarily limit children’s other rights.

At present, child and youth media protection is largely addressed through the EU Digital 
Services Act (DSA), which plays a subordinate role within the framework of the expert 
opinion. In particular, the guidelines for Article 28 DSA reflect a broad range of measures 
to protect children on online platforms. As set out in the expert opinion, the respective 
regulations refer to one another but are not always clearly delineated in their application. 
For this reason, a specific regulation for the enforcement of children’s rights in the digital 
sphere, which accords primacy to the best interests of the child over other regulations, 
would represent a significant step forward in the effective protection of children’s rights 
in the digital environment.
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III.	Case studies on fields of application for AI 
involving biometric data of children

The expert opinion subsequently examines three fields of application that constitute 
specific exceptions under the GDPR and/or the AI Act. Each of these fields also entails chil-
dren’s rights assessments in relation to Article 16 and, in particular, GC 25, section VI E.

III.1. Example 1: Border controls

The example of AI applications used at border controls concerns systems designed for age 
assurance. These systems support decision-making in determining the special protection 
status of underage refugees. In this context, Article 22 of the UN Convention on the Rights 
of the Child (UN CRC), which sets out obligations towards refugee children, plays a particu-
larly important role. The technology described can have a significant impact on the granting 
of protection status to underage refugees, on additional support measures, and on their 
access to children’s rights, such as the right to education or to child-appropriate treatment 
and information. Accordingly, Article 40 UN CRC is also affected or protected via Article 
22 GDPR, as individuals must not be subjected to solely automated decision-making. 
This cements the human-in-the-loop approach and should guarantee human-led deci-
sion-making in potential asylum procedures. At the same time15, technologies based on 
biometric data may only be used from the age of six. Their use is explicitly critical at the 
threshold of legal adulthood. Given the tolerance thresholds currently applied in age esti-
mation procedures, this can have severe consequences for those concerned. For example, 
Yoti, an age estimation application used under the UK Online Safety Act, states a tolerance 
of 1.1 years for determining the age of 13- to 17-year-olds. For this reason, such tech-
nologies can only constitute one component within these procedures and require human 
oversight and careful scrutiny. In these procedures, Article 3 UN CRC must be paramount 
and it must be ensured that the best interests of the child are given primary consideration 
and that young refugees have access to necessary support services.

In addition, when selecting AI applications, Article 2 UN CRC – the prohibition of discrim-
ination – must be taken into account. The focus of such applications is shaped by the 
underlying training data. In the case of AI systems using biometric data, this often leads 
to optimisation for older, male, white individuals16. This poses an additional challenge for 
age determination procedures at borders and can result in higher error rates. It is there-
fore particularly important to ensure the quality of the training dataset in this context.

GC 2317 emphasises in paragraph 4 the necessity of decision-making in the best interests 
of the child and prohibits the use of medical assessment methods (such as bone or dental 
analyses) for age determination, inter alia due to high error rates. Should AI applications 
likewise exhibit excessively high error rates, they would – from a children’s rights perspec-
tive – be unsuitable for age determination for the purpose of granting special protection to 
children in asylum procedures. 

From a children’s rights perspective, both the human-led decision-making process and 
the quality of the AI applications and their training data must therefore be safeguarded 
for this specific use.

15	 Hruschka, p. 40, https://www.kindernothilfe.de/-/media/knh/infothek-neu/fachpublikationen/gutacht-
en-geas.pdf, last accessed on 12 December 2025.

16	 https://www.unesco.de/kuenstliche-intelligenz/ki-diskriminieurng/, last accessed on 12 December 2025.
17	 General Comment No. 23 addresses the issue of migration in the context of children’s rights.

https://www.kindernothilfe.de/-/media/knh/infothek-neu/fachpublikationen/gutachten-geas.pdf 
https://www.kindernothilfe.de/-/media/knh/infothek-neu/fachpublikationen/gutachten-geas.pdf 
https://www.unesco.de/kuenstliche-intelligenz/ki-diskriminieurng/
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III.2. Example 2: Health

The second example clearly demonstrates that prioritising the best interests of the child 
can also be applied to data processing. In the health sector, the use of AI applications 
serves a clearly identifiable positive purpose such as for the early detection of disease 
patterns. In this regard, the UN Convention on the Rights of the Child calls upon States to 
expand preventive healthcare for children. The objective must be to ensure the ‘highest 
attainable standard of health and [...] facilities for the treatment of illness and the rehabil-
itation of health’.18  

This is particularly relevant for children with disabilities. Paragraphs 56 and 57 of GC 919 
explicitly urge States to establish and make easily accessible early detection systems so 
that children with impairments can receive support at an early stage. Explicit reference 
should also be made to Article 23 of the UN CRC on the promotion of children with disabil-
ities, which sets out their particular support needs. From a children’s rights perspective, 
health data therefore play a special role and should be used in the interests of the child. 
However, a number of guiding principles must be observed.

In the context of health applications, Article 2 of the UN CRC is of central importance. AI 
must not reinforce inequalities or promote discrimination. Even now, there are numerous 
examples of algorithms amplifying racist patterns20. Insufficient testing on people of 
different skin colours, genders and age groups leads to an uneven data basis and biases 
the outcomes of algorithms in a one-sided manner.

In addition, privacy plays a particularly significant role in health-related matters. GC 321, 
paragraph 20, highlights the sensitive nature of diseases such as HIV/AIDS and the poten-
tial for stigmatisation, and calls for non-prejudicial education and counselling for children 
that protects their privacy. This form of access can and should also be ensured through 
medical AI technologies. Early detection must not lead to stigmatisation; rather, it should 
enable children to respond to disease patterns at an early stage, obtain the necessary 
information and prepare for further steps. Furthermore, GC 4,22 paragraph 28, sets out the 
principle of informed consent in relation to medical interventions and grants adolescents a 
corresponding degree of participation depending on their level of maturity. This approach 
aligns seamlessly with consent to data processing and the disclosure of personal data 
under paragraph 71 of GC 25 and can be extended both to the use of AI and to AI training.

AI used to support the treatment of children therefore has many positive attributes and 
appears to be endorsed by the Convention on the Rights of the Child, particularly with 
regard to early detection and support for children with disabilities. At the same time, 
however, these technologies must comply with the safeguards of non-discrimination and 
allow children, and especially adolescents, to retain control over their data and the associ-
ated right to self-determination, while obtaining explicit consent for data collection.

18	 Article 24 UN CRC; see also GC 15
19	 GC 9 of the Committee on the Rights of the Child addresses the rights of children with disabilities.
20	 https://algorithmwatch.ch/de/racial-health-bias/, last accessed on 12 December 2025.
21	 GC 3 addresses the implications of HIV/AIDS for the rights of the child.
22	 GC 4 addresses the health of adolescents from a children’s rights perspective. 

https://algorithmwatch.ch/de/racial-health-bias/
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III.3. Example 3: School

The example of AI use in schools illustrates the wide range of scenarios in which AI 
can permeate children’s everyday lives and the roles it may assume. Alongside support 
services provided by learning assistants, which are intended to accompany and empower 
children in line with their individual needs, there are also forms of automated monitoring 
and control. These are perspectives that likewise play an important role in the discourse 
on the right to education.

The right to education is enshrined in Article 28 of the UN CRC. Article 28(3) UN CRC 
provides that scientific and technical knowledge and modern teaching methods should 
be drawn upon. The use of apps in the interests of the child is therefore welcomed. Para-
graph 9 of GC 123 further states that the aim of education is the development of the child’s 
individual personality, talents and abilities, ain recognition of the fact that every child 
has unique characteristics, interests, abilities, and learning needs.  Individual learning 
assistants can promote such tailored support, for example by providing assistance with 
understanding texts, offering personalised additional tasks for voluntary practice, or 
giving feedback on self-written texts.

By contrast, Article 28(2) UN CRC focuses on discipline in schools, which must not violate 
the child’s dignity. Under the UN CRC, discipline is not conceptualised as corporal punish-
ment, but as pedagogical guidance that respects the dignity of the child. Any form of disci-
pline must be non-violent and must not humiliate or degrade the child; rather, it must be 
oriented towards the child’s best interests and respect the rights of the child. The use of 
AI in schools could violate the child’s dignity if AI is deployed as a surveillance tool or for 
behavioural assessment; for example, facial recognition used to identify ‘disobedience’ 
may be degrading. In the disciplinary context of the UN CRC, the right to protection from 
violence could also be affected if AI were used as a punitive system. The right to participa-
tion may be impaired if AI makes decisions and thereby deprives children of the opportunity 
to exert influence. The right to development may likewise be affected if AI is used to identify 
behavioural ‘abnormalities’, thereby stigmatising children. Technologies that are capable of 
violating a child’s dignity must therefore not be used. This becomes even clearer in Article 29 
UN CRC, which sets out the aims of education. In particular, Article 29(1)(d) UN CRC stands 
out with a catalogue of values that can also be applied to the use of AI. Children are to be 
prepared for a ‘responsible life in a free society, in the spirit of understanding, peace, toler-
ance, equality of sexes, and friendship among all peoples, ethnic, national and religious 
groups and persons of indigenous origin’. Paragraph 8 of GC 1 therefore argues in favour of 
consistency in values between curricular content and the educational process. AI technolo-
gies present numerous points of friction with the core principles of children’s rights. Risks to 
equality arising from biases, disempowerment where AI is used to make decisions without 
the consent of children, as well as practical experiences in which AI has produced discrim-
inatory statements, would argue against its use in the school context. Whether a reconcil-
iation between the fundamental values of the Convention on the Rights of the Child and AI 
technologies is possible when such technologies are used within the framework of school 
discipline for surveillance, assessment or decision-making therefore remains doubtful.

Finally, paragraph 75 of GC 25 also addresses the issue of digital surveillance and explicitly 
calls for the possibility to object to its use in educational settings. Accordingly, the moni-
toring of examination situations and the analysis of children’s emotions in school operations 
are, from a children’s rights perspective, permissible only subject to a right of objection.

There are therefore AI applications whose use in schools would be welcomed from a chil-
dren’s rights perspective and others that should be rejected. Each application requires an 
individual assessment, which must be guided by the best interests of the child.

23	 General Comment No. 1 of the Committee on the Rights of the Child elaborates on the right to education.
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IV.	Political considerations

The expert opinion highlights biometric data as special categories of personal data that 
serve the purpose of unique identification. As a result, this type of data enjoys a particu-
larly high level of protection. Added to this is the specific vulnerability of children, which 
should warrant an especially high standard of protection. According to the expert opinion, 
however, this is not consistently enforced within the existing regulatory frameworks. 
Major challenges arise in particular in the context of AI applications. Data protection 
aspects under the GDPR overlap here with the general child protection considerations of 
the DSA, including in particular its non-binding guidelines, as well as the obligations and 
exemptions set out in the AI Act.

IV.1.	 Training of AI models (foundation models)

For the basic functioning of generative AI models, large volumes of data initially had to be 
processed by machines without consent and now form the data basis on which specialised 
applications, such as chatbots or image generators, are trained in detail. In this process, 
data protection and personality rights, as well as copyright and undoubtedly a wide range 
of other regulatory requirements, were disregarded. 

From both a children’s rights and a data protection perspective, there is a lack of any effec-
tive right to object, which could call into question the lawfulness of the data basis of all AI 
foundation models. At the same time, these AI models have already developed an enor-
mous impact on society, which could increase the severity of the associated violations of 
fundamental rights. It must, however, also be acknowledged that artificial intelligence holds 
considerable potential, for example in promoting inclusion, such as through the transcrip-
tion of texts for deaf people, in education as adaptive learning support tailored to the indi-
vidual, or through the automation of repetitive and uniform tasks. For AI to realise its poten-
tial, it must also operate within the framework of our shared values.

The first step towards compliance with fundamental rights would be the use of training 
data collected in a manner consistent with fundamental rights24. This would require 
providers of foundation models and AI systems to clean existing datasets; however, given 
the sheer volume of data involved, this will be feasible only to a limited extent with current 
means, at least in the case of foundation models. In the medium term, new lawful datasets 
should therefore be developed and methods for the systematic removal of non-compliant 
data from existing datasets should be researched. Since existing datasets are repeat-
edly used for the re-training of models, at the very least known data protection viola-
tions should be removed from the datasets used for this purpose before they can become 
further entrenched. In addition, data should be anonymised during the training process to 
ensure that personal data cannot subsequently be extracted.

To enable data to be more easily identified, providers of AI systems must make more 
accessible complaint mechanisms available, which can be used if users’ personal data are 
output without their consent.

The EU AI Act Code of Practice25 is already in force and includes transparency guidelines 
aimed at preventing copyright infringements. This also encompasses the right to one’s 
own image and could be used to make biometric data easier to identify and locate.

24	 In addition to children’s rights, the training data currently in use also infringe other rights. For example, 
violations of copyright have already given rise to extensive legal proceedings.

25	 https://digital-strategy.ec.europa.eu/en/policies/contents-code-gpai, last accessed on 12 December 2025.

https://digital-strategy.ec.europa.eu/en/policies/contents-code-gpai
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Conversely, open datasets should be created containing personal data for which consent 
has been granted, so that providers of AI applications can use them in a targeted manner 
for training purposes. This applies in particular to the fine-tuning of AI systems, which 
in some cases can already be carried out using comparatively moderate datasets. In 
this way, child-appropriate applications can be developed without infringing the privacy 
rights of children. Actors capable of creating such datasets in a responsible and protective 
manner, drawing on their expertise and value base, include, on the one hand, civil society 
networks and, on the other, public authorities, such as the Central Service for Information 
Security (ZeDIS).

In addition, intended uses and children’s rights considerations should be weighed against 
one another, as illustrated by the three exemplary applications. Starting from the best 
interests of the child, child rights impact assessments26 should be mandatorily integrated 
into the development, approval and certification of AI systems, for example through an 
amendment to the AI Act. These child rights impact assessments must be publicly acces-
sible and subject to review by independent bodies.

IV.2.	 Overlap of multiple protection dimensions

The expert opinion illustrates how, in the case of personal data, multiple protection dimen-
sions arising from different regulations overlap without producing a reinforcing effect. 
Conversely, exceptions contained in individual regulations are often used to obscure the 
protective aspects of other regulatory frameworks, for example when classifying prohib-
ited practices and high-risk systems under the AI Act. The example of the use of AI in 
border control demonstrates how the exemption for border controls on grounds of state 
security undermines the protective function afforded by the GDPR and the UN Convention 
on the Rights of the Child.

Against this background, the adoption of specialised rules that clearly resolve such over-
laps and illuminate grey areas would be desirable. This could take place, for example, in 
the form of an ‘[EU] Regulation on the protection, participation and empowerment of chil-
dren in the digital world’, as outlined in the expert opinion.

IV.3.	 Benefits of training with children’s data

In order for children to benefit from AI, they require applications specifically tailored to 
their needs. This includes, on the one hand, protective safeguards within the application 
and, on the other, age-appropriate approach, information and content. To enable the reli-
able generation of child-appropriate content, AI should first be trained using existing, veri-
fied content for children. To this end, curated lists of suitable content for children could be 
compiled by knowledgeable organisations, such as youth information services, libraries 
and children’s media publishers. Here too, large volumes of content are required in order 
to ensure the most accurate possible targeting of children. Accordingly, alongside online 
content for children, digitised media for children should also be used, such as learning 
apps, books and audio plays. It is essential that no personal data of children are used in 
this process.

At the same time, children’s personal texts and videos can help to further personalise 
outputs. As authors of their own works, children hold copyright in their creations. These 
may therefore also be used for training purposes only if consent has been obtained.

26	 https://onlinelibrary.wiley.com/doi/epdf/10.1002/poi3.70008, last accessed on 12 December 2025.

https://onlinelibrary.wiley.com/doi/epdf/10.1002/poi3.70008
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Where specialised applications are concerned that are based on personal data such as 
biometric data, for example face-swapping apps or applications providing support in 
sports, the rights of use in respect of these data must likewise be obtained from the 
children and their legal guardians. Data should be collected only on the basis of explicit 
consent and made available strictly for specified purposes, in order to provide services 
that are in the best interests of the child. In doing so, attention must also be paid to the 
diversity of the data provided, so as to avoid reproducing unnecessary biases in training 
and to ensure a non-discriminatory approach in line with the UN Convention on the Rights 
of the Child. A medical system that has not been trained using children’s data will be 
able to make statements about children only with a very high degree of error. Similarly, 
age estimation based on facial images requires extensive datasets comprising people of 
different ages, genders and ethnicities in order to operate as accurately as possible.

IV.4.	Long-term consequences of biometric data cannot be 
reliably assessed

However, alongside all precautionary measures, the long-term consequences must also 
be kept in view. Data that have been used in the training of an AI model are inextricably 
linked to the system. While untraining is intended to suppress the use of specific data, the 
effectiveness of such methods is disputed. Individual datasets can no longer be extracted 
from the AI’s black box. Moreover, individual tokens from the training data may appear 
unchanged in outputs during subsequent processing.

This gives rise to two challenges in relation to the use of children’s biometric data. Training 
data may, for example, appear unchanged in an image generator and then be used in 
undesirable contexts. More vaguely, but no less threatening, are the data processed by 
models for further inferences. Since these decision-making models are not transparent 
to humans, it is difficult to assess the potential consequences that may arise when a 
biometric dataset becomes part of an AI’s data fabric.

Using facial recognition as an example, a person might be falsely identified because their 
face had a significant influence on the composition of the training data, or a face might 
be incorrectly recognised due to physical changes as the individual grows up. Owing to 
the lack of traceability of these algorithmic processes, there are immense risks here that 
remain largely speculative. They are speculative at least as regards long-term effects. 
To date, these effects are already reflected in both false-positive and false-negative 
results. In addition, significant errors in algorithmic decision-making processes can have 
far-reaching consequences, as has been demonstrated by attempts to integrate AI into 
public administration27. In light of these risks, clear ethical guidelines for the use of chil-
dren’s data in research and AI training are indispensable.

27	 https://www.derstandard.de/story/3000000272188/steuert-ki-die-verwaltung-kann-das-mitunter-ge-
faehrlich-werden, last accessed on 12 December 2025.

https://www.derstandard.de/story/3000000272188/steuert-ki-die-verwaltung-kann-das-mitunter-gefaehrlich-werden
https://www.derstandard.de/story/3000000272188/steuert-ki-die-verwaltung-kann-das-mitunter-gefaehrlich-werden
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IV.5.	 Support measures and AI literacy

As the present children’s rights-based assessment has shown, modern generative AI 
systems pose challenges that affect ethical and political considerations as well as tech-
nical aspects. In many areas, there is a lack of a robust data basis. Through its legal opin-
ions ‘The AI Act, its Relationship to Children’s Rights in the Digital Space and Options 
for Advocacy Approaches’ and ‘Legally Compliant Use of Children’s Biometric Data as AI 
Training Data and in AI-Driven Decision-Making Processes’, the German Children’s Fund 
seeks to identify existing gaps and to develop recommendations, particularly for the 
policy sphere.

Beyond this, further research into value-sensitive and child-appropriate solutions for the 
widespread use of AI is necessary. EU-level and national research funding programmes 
should specifically support projects that develop AI models in compliance with children’s 
rights, in particular in the fields of education, health and inclusion. 
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Conclusion

When ChatGPT 3.0 was presented to the public in November 2022, it was an eye-opener 
for many. The massive success of the release and the rapidly growing user base brought a 
large number of people into contact with generative AI within a very short period of time. 
However, the inherent problems only became apparent with some delay. Today it is clear 
that many of the challenges associated with the use of generative AI arise already at the 
stage of training the software and can hardly be remedied afterwards. 

AI is here to stay. It has become a task for society as a whole to come to terms with a world 
in which AI is ubiquitous. While guardrails and regulation can limit the impact of many 
phenomena, an AI grounded in the foundations of the European system of values requires 
more far-reaching approaches: either new AI technologies that make it possible to remove 
unlawful data even at a later stage, or new AI applications that take fundamental values 
into account already when selecting training data.	
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