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Publisher’s objectives

Biometric data are physical characteristics by means of which a person can be uniquely
identified. This most commonly refers to facial recognition, but may also include a fin-
gerprint, a voice profile, a person’s specific footfall and gait profile, certain behavioural
patterns, or a combination of such characteristics.

The concept of biometric data is broad; at its core lies the ability to uniquely identify the
individual. From a technological perspective, this enables wide-ranging applications in
both public and private spheres. For this reason, such data are frequently considered as
training data for the development of Al systems. The collection of biometric data therefore
operates within a legal field of tension shaped by the General Data Protection Regulation
(GDPR), the Digital Services Act (DSA) and the Artifical Intelligence Act (Al Act). These regu-
lations set limits on which data may be processed and emphasise the heightened need for
protection afforded to children. The Al Act, in particular, defines specific high-risk areas in
which the use of Al is prohibited and specifies where exceptions may apply.

It must also be borne in mind that the use of biometric data for Al training is already tak-
ing place. Once such data have been learned and have thus become part of algorithmic
decision-making processes, the individual data can no longer simply be re-extracted. In
addition, biometric data relating to children are are naturally subject to change. Facial fea-
tures develop, voices change, and therefore, particularly for this group, long-term unique
identification can scarcely be guaranteed. At the same time, these data remain part of the
algorithmic basis for decision-making. The long-term consequences of this situation are,
at present, difficult to assess.

Against this background, the German Children’s Fund seeks to contribute to a more robust
basis for decision-making as to the areas in which biometric data of children can and may
be used in Al-supported applications. To this end, a functional working definition of bio-
metric data is first to be developed and embedded within the relevant legal frameworks.
On this basis, itis to be determined under which conditions biometric data of children may
be used in a lawful manner for automated, Al-driven decision-making processes. This will
be achieved by delineating potential fields of application in which the legal use of biomet-
ric data relating to children may be permissible.

In subsequent steps, the German Children’s Fund will assess these fields of application
from a children’s rights perspective. The findings are intended to feed into political dis-
course and thereby enable a more informed policy debate. Beyond this, it is also an objec-
tive to disseminate the results of the expert opinion within national and international chil-
dren’s rights networks, in order to further enhance understanding of the issues involved
and of the appropriate handling of biometric data relating to children.
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I. Working definition for delimiting
biometric data

I.1. General definition of biometric data

A uniform or even generally binding definition of ‘biometric data’ does not (yet) exist. The
term ‘biometrics’ is of Greek origin and derives from the words bios (= life) and metre-
in (= to measure). Biometrics is generally understood as the automated recognition of
individuals on the basis of their physical characteristics. The ‘science of measuring the
body of living beings’! takes advantage of the fact that, unlike elements of knowledge or
possession, physical characteristics are not merely indirectly personal but are directly
linked to the individual and are not arbitrarily alterable.? ‘Biometric methods’ therefore
use physiological characteristics (such as fingerprints, facial features, gait recognition,
iris patterns, etc.) or behavioural characteristics (such as writing behaviour, lip movement
or voice) for the purpose of identifying a person.

It is characteristic of biometric data that they contain information about objectively dis-
tinctive features of natural persons and are particularly suitable for uniquely identifying
them or confirming their identity, usually over the course of a lifetime (identification and
authentication function).?

aa) As an identification method, Alphonse Bertillon developed a system for establishing
identity in 1879, later known as ‘Bertillonage’, which was based on eleven body measure-
ments (@anthropometry). In 1892, Francis Galton laid the scientific foundations for the use
of fingerprints (dactyloscopy).* Since then, further biometric characteristics have been
identified that may be used to identify an individual, including:

— DNA (genetic fingerprint) — Body odour

— Fingerprint (finger ridge pattern) — Lip movement

— Gait recognition — Voice recognition (timbre)

— Facial geometry — Nail bed pattern

— Hand geometry — Earshape

— Hand line structure — Keystroke dynamics

— Hand vein pattern — Signature (static, dynamic,
- lris and possibly handwriting)
— Retina — Dental imprint®

bb) Upon initial inclusion in a biometric system (enrolment), selected characteristics of
the data subject are measured and converted by means of an algorithm into a dataset
(template).® This measurement process, which in the history of science was originally car-

1  Cf. https://www.lfd.niedersachsen.de/startseite/themen/technik_und_organisation/orientierungshil-
fen_und_handlungsempfehlungen/biometrie/biometrie-und-datenschutz-55984.html,
accessed on 18 January 2025.
Paal/Pauly/Ernst, 3rd edn. 2021, GDPR Art. 4 para. 99.
Simitis/Hornung/Spiecker gen. D6hmann/Petri, Data Protection Law, 1st edn. 2019, Art. 4 No. 14 para. 2.
https://de.wikipedia.org/wiki/Biometrie, accessed on 18 January 2025.
References available at https://de.wikipedia.org/wiki/Biometrie#cite_note-JTC001-SC37-N-1480-3,
accessed on 18 January 2025.
6  https://www.lfd.niedersachsen.de/startseite/themen/technik_und_organisation/orientierungshilfen
und_handlungsempfehlungen/biometrie/biometrie-und-datenschutz-55984.html,
accessed on 18 January 2025.
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https://www.lfd.niedersachsen.de/startseite/themen/technik_und_organisation/orientierungshilfen_und_handlungsempfehlungen/biometrie/biometrie-und-datenschutz-55984.html
https://www.lfd.niedersachsen.de/startseite/themen/technik_und_organisation/orientierungshilfen_und_handlungsempfehlungen/biometrie/biometrie-und-datenschutz-55984.html
https://www.lfd.niedersachsen.de/startseite/themen/technik_und_organisation/orientierungshilfen_und_handlungsempfehlungen/biometrie/biometrie-und-datenschutz-55984.html
https://www.lfd.niedersachsen.de/startseite/themen/technik_und_organisation/orientierungshilfen_und_handlungsempfehlungen/biometrie/biometrie-und-datenschutz-55984.html

ried out by analogue means, now takes place in digital form.” In the context of verification
procedures, characteristics are captured and measurement values calculated from them,
which are then compared with the stored dataset.

Against this background, biometrics is today defined, in the context of the recognition
of individuals, as the automated recognition of persons based on their behavioural and
biological characteristics.®

cc) Two types of biometric recognition are distinguished,® each pursuing a different pur-
pose: on the one hand, individual verification and, on the other, individual identifica-
tion.’ In the case of verification, the identity of a person is merely confirmed; that is, it is
examined whether the individual is in fact the person they claim to be or are assumed to
be on the basis of other factors. For this purpose, the person to be verified must first iden-
tify themselves to the system, for example by means of a user ID, a password or an identity
document. The comparison of data is carried out by means of a 1:1 match between the
measurement values currently calculated and the dataset previously stored in the system,
either centrally or on a storage medium, for example by comparing a biometric identity
document with the face of the person to be verified.'! The outcome of this comparison may
either confirm the identity or fail to confirm it.

By contrast, identification determines which specific individual is concerned. The data
currently calculated from the person seeking identification are compared with all mea-
surement values stored in the system. The person under review is then identified as the
individual whose reference dataset corresponds to the current measurement values. A
1:n comparison'? is therefore performed, which necessarily presupposes that the data of
all users have previously been recorded in a standardised manner and stored in a central
database. The result of the verification process is the output of identifying attributes, such
as the name, user ID or similar details of the data subject.

Possible applications of biometrics include securing access to premises, data centres,
front doors, cash machines and similar facilities, as well as authorising access to a digital
application, a personal computer or, for example, online banking services. The current
debate is largely shaped by discussions concerning the introduction of biometric identity
documents (passports and national identity cards).”

dd) Modern biometrics likewise offer no absolute certainty of identification. Measurement
errors may arise not only from technical shortcomings, but also from age-related chang-
es in physical characteristics or from external influences such as injury, illness or even
changes to a person’s outward appearance (hairstyle, beard, styling). In this context, two
different types of error may occur. The ‘False Rejection Rate’ (FRR — also referred to as a
false negative) denotes the percentage of individuals who are incorrectly rejected by the
system despite possessing the characteristics required for identification. By contrast, the

7  Kihling/Buchner/Weichert, 4th edn. 2024, GDPR Art. 4 No. 14 para. 1.

8  http://www.3dface.org/media/vocabulary.html, last accessed on 13 February 2025,
Filed at: https://archive.is/z77Kh.

9 Gola/Heckmann/Gola, 3rd edn. 2022, GDPR, Article 4, para. 119.

10 Fundamentally relevant:
https://www.lfd.niedersachsen.de/startseite/themen/technik_und_organisation/orientierungshilfen
und_handlungsempfehlungen/biometrie/biometrie-und-datenschutz-55984.html,
accessed on 18 January 2025.

11 Kiihling/Buchner/Weichert, 4th edn. 2024, GDPR Art. 4 No. 14 para. 7.

12 Gola/Heckmann/Gola, 3rd edn. 2022, GDPR, Article 4, para. 119.

13 https://www.lfd.niedersachsen.de/startseite/themen/technik_und_organisation/orientierungshilfen
und_handlungsempfehlungen/biometrie/biometrie-und-datenschutz-55984.html,
accessed on 18 January 2025.
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‘False Acceptance Rate’ (FAR — also referred to as a false positive) indicates the percentage
of individuals whom the system incorrectly identifies as another person (and consequent-
ly admits).'*

In addition, there are cases in which individuals do not possess the characteristicused in a
biometric identification procedure (for example due to illness or disability), or in which the
characteristic is so weakly expressed that the system cannot capture it mathematically.
This measurement error rate, referred to as the ‘Failure to Enrol Rate’ (FER), therefore
indicates the percentage of individuals who cannot be enrolled in the system. The various
biometric methods, such as facial recognition, fingerprint analysis, hand geometry and
iris recognition, each have their own specific advantages and disadvantages in terms of
recognition performance, practical usability, susceptibility to error, resistance to circum-
vention and user-friendliness.?

While the definition of ‘biometric data’ and the understanding of ‘biometric procedures’
therefore remain fluid as a result of ongoing technological development, their core pur-
pose is clear: the unequivocal verification or identification of human subjects.

l.2. Biometric data under the GDPR

aa) Biometric data are legally defined in Article 4(14) of the General Data Protection Regu-
lation (REGULATION (EU) 2016/679 OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL
of 27 April 2016 on the protection of natural persons with regard to the processing of
personal data and on the free movement of such data, and repealing Directive 95/46/EC
- General Data Protection Regulation). According to this provision, biometric data means
‘personal data resulting from specific technical processing relating to the physical, phys-
iological or behavioural characteristics of a natural person, which allow or confirm the
unique identification of that natural person, such as facial images or dactyloscopic data’
(see also Recital'® 51 GDPR). This distinct category of clearly identifying biometric data
has a specific data protection rationale’: it is intended to prevent the creation of com-
prehensive personality profiles through the systematic aggregation of data by means of
such data, which can readily be obtained using modern technical methods and cannot be
influenced by the data subject.!®

Machine-readable facial images integrated into identity documents (identity cards, pass-
ports, driving licences, residence permits) unquestionably constitute biometric data with-
in the meaning of Article 4(14) GDPR.*®

Biometric data include both raw data, that is, characteristics captured directly by a sen-
sor, and templates, meaning characteristic vectors derived and categorised from the raw
data, which are standardised on the basis of a mathematical model and regularly used
for identity matching. Biometric data are suitable for the unique identification of individ-
uals where the measured characteristics are sufficiently distinctive. It is not necessary

14 https://www.lfd.niedersachsen.de/startseite/themen/technik_und_organisation/orientierungshilfen
und_handlungsempfehlungen/biometrie/biometrie-und-datenschutz-55984.html,
accessed on 18 January 2025.

15 https://www.lfd.niedersachsen.de/startseite/themen/technik_und_organisation/orientierungshilfen
und_handlungsempfehlungen/biometrie/biometrie-und-datenschutz-55984.html,
accessed on 18 January 2025.

16 Recitals are placed before the articles of the GDPR as part of the legislative act and serve to aid their
interpretation; however, they cannot restrict the wording of the articles.

17 Kiihling/Buchner/Weichert, 4th edn. 2024, GDPR, Article 9, para. 32.

18 Kiihling/Buchner/Weichert, 4th edn. 2024, GDPR, Article 9, para. 32.

19 Kihling/Buchner/Weichert, 4th edn. 2024, GDPR, Article 4(14), para. 3; Simitis/Hornung/Spiecker gen.
D6hmann/Petri, Data Protection Law, 1st edn. 2019, Article 4(14), para. 8.
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for the data to be globally unique.?® Typical examples of biometric data, in addition to
fingerprints?! or voice recognition?? data, include data captured by automated facial rec-
ognition systems, for example the creation of templates through the processing of image
data, their storage in a reference database, and the personal data generated from them.??
Where data which, taken in isolation, do not permit unique identification are combined
into a dataset that enables identification, the entire dataset is to be regarded as biometric
data.®

bb) However, the legal definition of biometric data in Article 4(14) GDPR can only be ful-
ly understood against the background of the regulatory approach of the General Data
Protection Regulation. The GDPR governs the processing of personal data as defined in
Article 4(1) GDPR.

aaa) According to Article 4(1) GDPR, ‘personal data’ means ‘any information relating to an
identified or identifiable natural person (“data subject”); an identifiable natural person is
one who can be identified, directly or indirectly, in particular by reference to an identifier
such as a name, an identification number, location data, an online identifier or to one or
more factors specific to the physical, physiological, genetic, mental, economic, cultural or
social identity of that natural person’.?>

This legal definition indicates that the central issue of data protection, as a legal guaran-
tee of informational self-determination, lies in the identifiability of a person.?¢ Such iden-
tification may be straightforward, for example where certain information is directly linked
to identifiers such as a name, which under normal circumstances and by using generally
available sources of information (internet, telephone directories, etc.)?” can, with a high
degree of reliability, lead to the person concerned.?®

bbb) The GDPR regulates the handling of personal data within the meaning of Article 4(1)
GDPR whenever such data are ‘processed’. Under Article 4(2) GDPR, ‘processing’ means
‘any operation or set of operations which is performed on personal data or on sets of per-
sonal data, whether or not by automated means, such as collection, recording, organisa-
tion, structuring, storage, adaptation or alteration, retrieval, consultation, use, disclosure
by transmission, dissemination or otherwise making available, alignment or combination,
restriction, erasure or destruction’. Such processing operations are subject to the principles
set out in Article 5 GDPR and, in order to be lawful, require a legal basis pursuant to Article
6(1) GDPR. This encompasses all Al systems and Al models and therefore falls within the
scope of the GDPR insofar as personal data are processed therein.

ccc) However, the GDPR defines special categories of personal data which may either not be
processed at all or only subject to significantly stricter conditions. Pursuant to Article 9(1)
GDPR, in particular ‘the processing of [...] biometric data for the purpose of uniquely identi-
fying a natural person [...] shall be prohibited’. This provision reflects the particular suscep-
tibility of certain categories of data to discrimination, stigmatisation or even persecution.

20 Kiihling/Buchner/Weichert, 4th edn. 2024, GDPR Art. 4 No. 14 para. 2.
21 Gola/Heckmann/Gola, 3rd edn. 2022, GDPR, Article 4, para. 117.

22 EDPB, Guidelines 2/2021 of 7 July 2021, para. 128; Gola/Heckmann, 3rd edn. 2022, GDPR, Article 4,
para. 117.

23  Wolff/Brink/von Ungern-Sternberg, BeckOK Data Protection Law/Veit, 46th edn. (1 August 2023), GDPR,
Article 9, para. 44.

24 Kuhling/Buchner/Weichert, 4th edn. 2024, GDPR Art. 4 No. 14 para. 2.

25 On this point, see in particular the illuminating analysis in Wolff/Brink/von Ungern-Sternberg, BeckOK
Data Protection Law/Albers/Veit, 46th edn. (1 August 2023), GDPR, Article 9, para. 16.

26 Seealso Recital 26 GDPR.
27 CJEU, BeckRS 2011, 81685, para. 88; BeckRS 2016, 82520, para. 32 ff.; BeckRS 2014, 82595, para. 22 ff.
28 With regard to passenger data under the PNR Agreement, CJEU, Opinion of 26 July 2017, 1/15, para. 121 ff.
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Therefore, three criteria must always be examined within the framework of Article 9 GDPR
(see also EDPB, Guidelines 3/2019 of 29 January 2020, para. 76): the nature of the data
(data ‘relating to the physical, physiological or behavioural characteristics of a natural
person’), the means and methods of processing (data ‘resulting from specific technical
processing’), and the purpose of the processing (‘for the purpose of uniquely identifying a
natural person’).? The concept of typifying risks and protection requirements on the basis
of a general categorisation of data gives rise to considerable difficulties applying Article 9
GDPR.*° In order to mitigate these, Article 9 GDPR is, under certain conditions, interpreted
restrictively in line with its protective purpose (by way of teleological reduction).?*

A teleological reduction of the scope of application may, for example, be appropriate in
cases where the processing of genetic, biometric or health data is manifestly trivial in ev-
ery respect. An example would be a photograph of a person wearing glasses in an entirely
inconsequential context.>? Accordingly, the applicability of Article 9 GDPR requires a con-
text-dependent assessment,** which in practice is decisively shaped by the evaluator’s
intended purpose.’

In line with this protection-oriented scope of application, not all biometric data are subject
to the prohibition laid down in Article 9(1) GDPR, but only those processed ‘for the pur-
pose of uniquely identifying a natural person’.?® The capabilty of biometric data to confirm
or enable a natural persons ‘unique identification’ already follows from their legal defini-
tion in Article 4(14) GDPR. Consequently, they fall within Article 9(1) GDPR not by virtue
of their mere capacity to identify, but only where the controller deliberately uses them for
that purpose.?®

Accordingly, there must be an intention to use the data for identification.” The legislature
did not regard biometric data as particularly sensitive in a blanket manner, but only where
they are used for a purpose considered especially problematic from the perspective of
informational self-determination, namely identification. The processing of biometric data
for other purposes therefore does not fall within the general prohibition on processing.?®
Nevertheless, as far as certain academic opinions consider the evaluation’s intent to be ir-
relevant — just as the specific context of use is said to be irrelevant in the case of indirectly
sensitive data,? this contradicts the clear wording of the legislation.

29 Wolff/Brink/von Ungern-Sternberg, BeckOK Data Protection Law/Veit, 46th edn. (1 August 2023), GDPR,
Article 9, para. 44.

30 Wolff/Brink/von Ungern-Sternberg, BeckOK Data Protection Law/Veit, 46th edn. (1 August 2023), GDPR,
Article 9, para. 21.

31 Wolff/Brink/von Ungern-Sternberg, BeckOK Data Protection Law/Albers/Veit, 46th edn. (1 August 2023),
GDPR, Article 9, para. 21.

32 Wolff/Brink/von Ungern-Sternberg, BeckOK Data Protection Law/Albers/Veit, 46th edn. (1 August 2023),
GDPR, Article 9, para. 46.

33 Gola/Heckmann/Schulz, 3th edn. 2022, GDPR, Article 9, para. 13.

34 Taeger/Gabel/Mester, GDPR, Article 9, para. 10; the EDPB also appears to take this view, see EDPB,
Guidelines 03/2019, Version 2.0 of 29 January 2020, para. 63 ff.; contra Simitis/Hornung/Spiecker gen.
Déhmann/Petri, GDPR, Article 9, para. 12; Reuter, ZD 2018, 564 (565).

35 Gola/Heckmann/Schulz, 3th edn. 2022, GDPR, Article 9, para. 19.

36 Contra also Paal/Pauly/Frenzel, 3rd edn. 2021, GDPR, Article 9, para. 14, who considers that further
specification of biometric data ‘for the purpose of uniquely identifying a natural person’ was unneces-
sary in light of the legal definition.

37 Nordoes this include the mere passport photograph of a person wearing glasses or the taking of a
photograph using a biometric-capable device (e.g. a smartphone), see Gola/Heckmann/Schulz, 3rd edn.
2022, GDPR, Article 9, para. 19.

38 Simitis/Hornung/Spiecker gen. D6hmann/Petri, Data Protection Law, 1st edn. 2019, Article 9 No. para. 14.
39 See Simitis/Hornung/Spiecker gen. Dohmann/Petri, Data Protection Law, 1st edn. 2019, Article 9, para. 12.
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I.3. Definitions of biometric data in the Al Act and the DSA

Comparable definitions are not found in either REGULATION (EU) 2024/1689 OF THE EURO-
PEAN PARLIAMENT AND OF THE COUNCIL of 13 June 2024 laying down harmonised rules
on artificial intelligence and amending Regulations (EC) No 300/2008, (EU) No 167/2013,
(EU) No 168/2013, (EU) 2018/858, (EU) 2018/1139 and (EU) 2019/2144 and Directives
2014/90/EU, (EU) 2016/797 and (EU) 2020/1828 (Artificial Intelligence Act), or in REGULA-
TION (EU) 2022/2065 OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL of 19 October
2022 on a Single Market for Digital Services and amending Directive 2000/31/EC (Digital
Services Act). These are autonomous legal instruments whose constituent elements must
be interpreted independently. Nevertheless, it may be assumed that the GDPR functions
as a significant point of reference in this respect.

I.4. Divergent conceptual understandings

That said, the GDPR cannot, of course, monopolise the understanding of biometric data.
Other conceptual or definitional approaches remain possible, but must be clearly distin-
guished in order to safeguard terminological clarity. Where, for example, the term ‘anthro-
pometric data’ is used in public discourse, this generally refers to human body measure-
ments. Anthropometry (from the Greek anthropos [human being] and metron [measure])
is the science concerned with the measurement and application of the dimensions of
the human body.*® Anthropometry is used, for instance, in ergonomics for the design of
workplaces, vehicles, tools and furniture, as well as in occupational health and safety to
determine protective measures (e.g. the dimensions of safety guards) or safe distances
from hazardous components.*! It also serves as the basis for developing standards for
calculating clothing sizes in the garment industry. By contrast, biometric data constitute
a technical-legal concept which has thus far remained free from ideological connotations
and therefore appears preferable in the present context.

I.5. Biometric data of children

Neither the GDPR nor the other relevant European legal instruments provide an autono-
mous definition of biometric data relating specifically to children. While such a distinct
definition and, optionally, regulation of children’s biometric data may not appear neces-
sary at first glance, closer examination reveals why a separate legislative consideration
of children’s biometric data would indeed be appropriate. First, children require particular
protection with regard to the processing (cf. Article 4(2) GDPR) of their biometric data.
This already follows from the temporal dimension of the use of children’s biometric data.
Given children’s higher life expectancy, young people are likely to be affected for an
especially prolonged period by the use of their personal data and special categories of
personal data. Moreover, due to the long ‘lifespan’ of their data, the potential contexts
of use are especially open-ended and difficult to foresee. In addition to the temporal di-
mension itself, the accelerating development and research of data-driven projects and
exploitation opportunities also plays a role in shaping future usage prospects. Further-
more, in view of this extended lifespan — particularly in the case of immutable identifying
biometric data — the economic value of such categories of data is especially high, which
in turn makes investment in technological advancement more commercially attractive.

40 https://de.wikipedia.org/wiki/Anthropometrie, accessed on 18 January 2025.
41 https://de.wikipedia.org/wiki/Anthropometrie, accessed on 18 January 2025.
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On the other hand, not all biometric data relating to children are affected equally by these
factors. Certain biometric data are still subject to change due to children’s development
and growth (such as facial features, voice or an individual’s gait as a result of changing
bodily proportions). In this target group in particular, long-term unequivocal identifica-
tion cannot be guaranteed. In individual cases, this may have both positive and negative
consequences for the data subject, especially where outdated data continue to form part
of the algorithmic basis for decision-making. For example, identification or verification
processes may fail due to growth-related changes; likewise, protective mechanisms may
fail as a result of ageing or may be triggered erroneously. The long-term consequences of
such scenarios are currently difficult to assess.

Conversely, other biometric factors (such as fingerprints or iris patterns) are not, or only
marginally, subject to such developmental changes and may retain their identification po-
tential for an almost unlimited period. Overall, the picture regarding children’s biometric
data is therefore inconsistent. Nevertheless, in light of the specific risk potential outlined
above, it would warrant dedicated legislative consideration.

In a first step, it is necessary to clarify how biometric data differ from personal data (cf.
Article 4(1) GDPR) and what consequences this distinction entails within the regulatory
framework of the GDPR (see section Il below). The analysis must then be extended to fur-
ther legal sources, in particular the DSA and the Al Act (see section Il below).
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Il. Personal data: special protection
requirements for children’s data (GDPR)

I1.1. Personal data

As already explained (see Chapter | above), the GDPR defines ‘personal data’ (cf. Article
4(1)) as ‘any information relating to an identified or identifiable natural person (“data sub-
ject”).42

aa) Of particular attention is the question of which data relate at all to an identified or iden-
tifiable person. The link of data to individuals is by no means always established in such a
way that it concerns only their identifiability.** Rather, in certain contexts, this connection is
in fact or potentially established — and sometimes established for the first time — through
an act that confers meaning; moreover, it may take various forms and differ in degree.** An-
swers to the question of when data relate, in a manner relevant under data protection law,
to identified persons or to persons identifiable through specific identifiers are therefore not
only relative to the actors involved but also highly context-dependent. They may require as-
sumptions of probability, prognostic assessments and evaluative judgements and, in some
cases, simply a decision by the legislature, a supervisory authority or a court.*> This is where
central issues of delineation and application within data protection law as a whole become
apparent.“®

bb) This is all the more true against the background of automated forms of processing in
a big data context or in light of the possibility of re-identification through access to and
linkage of datasets. This raises the question whether the criterion of ‘relating to a person’,
which defines and limits the scope of data protection law, truly possesses sufficient func-
tional and differentiating capacity across the full spectrum of cases to which it applies.*
For the meaningful design, interpretation and application of the relevant data protection
provisions, it is therefore essential to understand and refine the underlying protected in-
terests and legally protected data protection concerns.“®

1.2. Relationship between personal data and biometric data

Biometric data (see above, section | b aa) are defined in Article 4(14) GDPR as ‘personal
data resulting from specific technical processing relating to the physical, physiological or
behavioural characteristics of a natural person, which allow or confirm the unique identi-
fication of that natural person, such as facial images or dactyloscopic data’ (see also Re-
cital 51 GDPR). This distinct category of uniquely identifying biometric data* is therefore

42 On this point, see in particular the illuminating analysis in Wolff/Brink/von Ungern-Sternberg, BeckOK
Data Protection Law/Albers/Veit, 46th edn. (1 August 2023), GDPR, Article 9, para. 16.

43 In detail, Wolff/Brink/v. Ungern-Sternberg, in: BeckOK DatenschutzR/Albers/Veit, 46th edn, 1 August
2023, GDPR Art. 9 para. 16.

44 Seein more detail Vokuhle/Eifert/Mallers, in: Verwaltungsrecht (VerwR)/Albers, § 22 paras. 15 ff., 41.
45 See also Herbst, NVwZ 2016, 902 ff.; from the case law, for example, BVerwG, NVwZ 2020, 1114 (1117).

46 Likewise Wolff/Brink/v. Ungern-Sternberg, in: BeckOK DatenschutzR/Albers/Veit, 46th edn, 1 August
2023, GDPRArt. 9 para. 16.

47 For a critical view, see Wolff/Brink/v. Ungern-Sternberg, in: BeckOK DatenschutzR/Albers/Veit, 46th edn,
1 August 2023, GDPR Art. 9 para. 16.

48 Wolff/Brink/von Ungern-Sternberg, BeckOK Data Protection Law/Veit, 46th edn. (1 August 2023), GDPR,
Article 9, para. 16.

49 Kiihling/Buchner/Weichert, 4th ed. 2024, GDPR, Article 9, para. 32.
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a subset of the broader category of personal data within the meaning of Article 4(1) GDPR
and, by virtue of its link to specific characteristics and its identification potential, is con-
siderably more clearly delineated than the overall category of personal data.

Where the forward-looking classification and assessment of the usefulness and risk po-
tential of personal data are concerned, it is therefore advisable to anchor the analysis in
the category of biometric data and to avoid the indeterminacies associated with general
personal data.

11.3. Protection of children’s data under the GDPR

The General Data Protection Regulation protects personal data, including that of children.
That children merit special protection beyond this general safeguard already follows from
the Charter of Fundamental Rights of the European Union.>° Article 24 (‘The rights of the
child’) provides:

(1) Children shall have the right to such protection and care as is necessary for
their well-being. They may express their views freely. Such views shall be taken
into consideration on matters which concern them in accordance with their age and
maturity.

(2) In all actions relating to children, whether taken by public authorities or private
institutions, the child’s best interests must be a primary consideration.’

This suggests that the GDPR should afford specific protection to children’s data.

aa) The GDPR and the vulnerability of children’s data: An analysis of the GDPR shows that it
does indeed recognise children’s particular need for protection in a number of provisions.*

Pursuant to Article 6(1)(f) GDPR, the processing of personal data is lawful where ‘process-
ing is necessary for the purposes of the legitimate interests pursued by the controller or
by a third party, except where such interests are overridden by the interests or fundamen-
tal rights and freedoms of the data subject which require protection of personal data, in
particular where the data subject is a child’. Here, the GDPR takes account of the fact that
legitimate processing interests of controllers must yield more readily whenever children’s
data are concerned.

The basis for children’s heightened need for protection in the processing of their personal
data becomes apparent, at least in outline, from the Recitals. Recitals to European legis-
lative acts are discussed during the legislative process and serve to guide the interpreta-
tion of the operative provisions of a Regulation, but they cannot override them. Recital 38
GDPR states:

‘Children merit specific protection with regard to their personal data, as they may
be less aware of the risks, consequences and safeguards concerned and their rights
in relation to the processing of personal data.’

50 The particular need for protection is recognised in law; see Ro3nagel, ‘Der Datenschutz von Kindern in
der DSGVO (Data protection for children in the GDPR)’, ZD 2020, 88.

51 See Rofinagel, ‘Der Datenschutz von Kindern in der DSGVO (Data protection for children in the GDPR)’, ZD
2020, 88.
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This reasoning is certainly not to be regarded as exhaustive; further grounds for the need
for protection may, for example, be derived from the particular longevity of the potential
processing of children’s personal data or from the — likewise temporally heightened — un-
foreseeability of the possible uses of such data. However, in identifying children’s limited
awareness of risk and their still-developing ability to exercise their own rights in a planned
manner, the GDPR has in any event articulated two valid grounds for protection.

A number of further provisions of the GDPR clearly demonstrate that the Regulation rec-
ognises the special need for the protection of children, as enshrined in Article 24 of the
Charter of Fundamental Rights of the European Union, and incorporates this into its regu-
latory framework.

Thus, Article 12(1) GDPR, in Chapter Ill (Rights of the data subject), Section 1 (Transparen-
cy and modalities), provides:

‘The controller shall take appropriate measures to provide any information [...] to
the data subject in a concise, transparent, intelligible and easily accessible form,
using clear and plain language, in particular for any information addressed specif-
ically to a child.’

In providing the information that is essential for data subjects regarding the processing of
their personal data, the European legislature therefore has children particularly in mind
and takes account of their development-related limitations in fully receiving and under-
standing such information.

Recital 58 further provides:

‘The principle of transparency requires that any information addressed to the public
or to the data subject be concise, easily accessible and easy to understand, and
that clear and plain language and, additionally, where appropriate, visualisation
be used. [...] any information and communication, where processing is addressed
to a child, should be in such a clear and plain language that the child can easily
understand.

Similar consideration of the heightened need for the protection of children in the process-
ing of their personal data is also reflected in Chapter IV (Controller and processor), which
sets out the controller’s obligations to implement appropriate technical and organisation-
al measures (TOMs). Recital 75, in relation to Article 24 GDPR, further states:

‘The risk to the rights and freedoms of natural persons, of varying likelihood and
severity, may result from personal data processing which could lead to physical,
material or non-material damage, in particular: where [...] personal data of vulnera-
ble natural persons, in particular of children, are processed.’

The GDPR thus recognises the necessity of using child-appropriate language in fulfilling
data protection information obligations.>?

52 Rofnagel, ‘Der Datenschutz von Kindern in der DSGVO (Data protection for children in the GDPR)’, ZD
2020, 88 ff.
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The data subject’s right to erasure of personal data (Article 17 GDPR, ‘right to be forgot-
ten’) also takes account of the situation of children, as reflected in Recital 65:

‘That right is relevant in particular where the data subject has given his or her con-
sent as a child and is not fully aware of the risks involved by the processing, and
later wants to remove such personal data, especially on the internet. The data sub-
ject should be able to exercise that right notwithstanding the fact that he or she is
no longer a child.

The GDPR thus recognises that the particular need to protect children may give rise to a
right to the erasure of so-called ‘youthful indiscretions’.?

It follows that, in a number of provisions (and the corresponding recitals), the GDPR ex-
pressly addresses the special need to protect children and imposes enhanced substantive
requirements for the lawful processing of children’s personal data.

bb) Special procedural protection of children: The GDPR responds to the particular need to
protect children not only through enhanced substantive requirements governing the law-
fulness of processing children’s personal data; it also makes use of procedural mechanisms
forthe protection of children. Reference should be made hereto Article 57(1)(b) GDPR, which
concerns the statutory tasks of the supervisory authorities and includes among their duties
the task of promoting public awareness and understanding of the risks, rules, safeguards
and rights in relation to processing. Particular attention shall be paid to specific measures
for children.>* By requiring ‘particular attention’ to be given to specific measures for chil-
dreninthe context of public awareness-raising on data protection matters, the supervisory
authorities are placed under a duty to develop and implement such measures and to do so
with increased emphasis and with a greater allocation of material and human resources.

In practice, it can indeed be observed that some supervisory authorities are carrying out
and implementing this statutory mandate under the GDPR for the benefit of children.>>

cc) Special provision relating to Al — Article 22 GDPR: Of particular importance here, in two
distinct respects, is Article 22 GDPR (Automated individual decision-making, including
profiling). Article 22(1) GDPR provides:

‘The data subject shall have the right not to be subject to a decision based solely on
automated processing, including profiling, which produces legal effects concerning
him or her or similarly significantly affects him or her.

This raises the question of profiling individuals in the context of advertising, which in-
volves collecting their personal data to group them by interests and characteristics, mak-
ing targeted ‘personalized’ advertising easier.

With regard to the prohibition of profiling (pursuant to Article 22 GDPR), Recital 71 explains:
‘The data subject should have the right not to be subject to a decision, which

may include a measure, evaluating personal aspects relating to him or her which
is based solely on automated processing and which produces legal effects con-

53 Rofnagel, Children’s data protection under the GDPR, ZD 2020, 88 ff.
On the somewhat problematic nature of the term, reference may be made to Article 17(e) of the UN Con-
vention on the Rights of the Child.

54 Asimilar task is assigned to the Al Board under Article 66(f) Al Act.

55 See, for example, the portal operated jointly by several German federal states, Young Data, at https://
youngdata.de, or the activities of the Baden-Wiirttemberg State Commissioner for Data Protection and
Freedom of Information (LfDI Baden-Wiirttemberg) at https://www.baden-wuerttemberg.datenschutz.
de/datenschutz-kinderleicht/, accessed on 18 January 2025.
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cerning him or her or similarly significantly affects him or her, such as automatic
refusal of an online credit application or e-recruiting practices without any human
intervention. Such processing includes “profiling” that consists of any form of au-
tomated processing of personal data evaluating the personal aspects relating to
a natural person, in particular to analyse or predict aspects concerning the data
subject’s performance at work, economic situation, health, personal preferences or
interests, reliability or behaviour, location or movements, where it produces legal
effects concerning him or her or similarly significantly affects him or her. [...] Such
measure should not concern a child.’

By prohibiting the profiling of children in this way, the GDPR establishes one of the few
clear and unequivocal protective measures in favour of minors. However, enforcement of
this prohibition is hampered by the fact that the minority of the data subjects may not be
apparent to controllers and, moreover, that supervisory authorities often lack the means
to detect and sanction the profiling of children and the trade in such profile data.

Article 22 GDPR also merits particular attention for another reason: with its prohibition
of automated decision-making, it constitutes a provision whose full significance has only
become apparent with the rise of artificial intelligence applications and which places sub-
stantial constraints on the use of Al systems.

Al represents an economically highly significant innovation, capable of generating par-
ticular added value wherever large numbers of decisions — not necessarily complex, but
frequent and multi-stage — must be taken. Clear examples include the identification of
individuals within large crowds on the basis of previously collected identifiers (such as
facial recognition in public spaces), the selection of suitably qualified employees from
among a large number of applicants, or the detection of anomalies within streams of fi-
nancial data (by means of pattern recognition). In such cases, decisions are taken at a
preliminary stage through automated procedures; properly understood, this opens up a
field of application for the prohibition laid down in Article 22 GDPR. This is of considerable
practical relevance, since Article 22 GDPR, by prohibiting the delegation of decisions to
Al and requiring (at least subsequent) human oversight, significantly reduces - or even
eliminates — the expected efficiency gains associated with the use of Al. Here economic
interests clearly collide with the widely advocated human-in-the-loop approach.

While this second aspect is central to the further economic deployment of Al-based pro-
cedures, it does not bear any direct connection to the issue of child protection under the
GDPR.

dd) Only a limited and relative level of protection under the GDPR: The GDPR does not
pursue an absolute protection of children. Although there are strong arguments in favour
of prohibiting at least the commercial exploitation of children’s personal data, the EU leg-
islature has decided against such a level of protection. Instead, it has established merely
a relative form of protection for children’s personal data — and even this is differentiated
according to age groups: below the age of 13, minors are afforded comprehensive protec-
tion, whereas from the age of 16 onwards this protection is substantially reduced.

For example, Article 8 GDPR (‘Conditions applicable to child’s consent in relation to infor-
mation society services’) states in paragraph 1: ‘Where point (a) of Article 6(1) applies, in
relation to the offer of information society services directly to a child, the processing of the
personal data of a child shall be lawful where the child is at least 16 years old. Where the
child is below the age of 16 years, such processing shall be lawful only if and to the extent
that consent is given or authorised by the holder of parental responsibility over the child.
Member States may provide by law for a lower age for those purposes provided that such
lower age is not below 13 years.’

Within the tension between protection and participation rights, the protection of children’s
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personal data from the age of 16 depends on the minor’s own decision and is therefore sig-
nificantly curtailed; between the ages of 13 and 16, responsibility for protecting the child’s
data lies with the will of those holding parental responsibility and is thus likewise limited.

Recital 38 states:

‘Children merit specific protection with regard to their personal data, as they may
be less aware of the risks, consequences and safeguards concerned and their rights
in relation to the processing of personal data. Such specific protection should, in
particular, apply to the use of personal data of children for the purposes of market-
ing or creating personality or user profiles and the collection of personal data with
regard to children when using services offered directly to a child. The consent of the
holder of parental responsibility should not be necessary in the context of preven-
tive or counselling services offered directly to a child.’

Here, too, it is apparent that the GDPR does not seek to ensure comprehensive protection
for children; such protection is confined to certain age groups and specific processing
purposes (marketing purposes, the creation of personality or user profiles). The statutory
modalities of protection - for example, the requirements concerning parental informa-
tion and consent - likewise demonstrate that comprehensive child protection was not
envisaged. Article 8(2) GDPR merely stipulates that ‘the controller shall make reason-
able efforts to verify in such cases that consent is given or authorised by the holder of
parental responsibility over the child, taking into consideration available technology’.
Here again, in favour of the uninterrupted processing (and commercial exploitation)®® of
children’s data, the legislature accepts the risk that parental protective efforts may be
rendered ineffective because consent is simulated not by the parents but by third par-
ties (and possibly by the child itself). The GDPR also deliberately refrains from provid-
ing further protective mechanisms for minors and, in many respects, treats children in
the same way as adults®”: whether in relation to international data transfers pursuant
to Article 44 et seq. GDPR, changes of purpose under Article 6(4) GDPR, or consent to
the processing of special categories of data under Article 9(2)(a) GDPR. Nor is the obli-
gation to carry out a data protection impact assessment under Article 35 GDPR extend-
ed to cases involving the processing of children’s data; technical and organisational
obligations are not tightened merely because children’s data are likely to be processed.
>8 Protection of children is therefore indeed embedded within the GDPR, but it is neither
prioritised nor pursued consistently.

To cite Rof3nagel: ‘The GDPR protects children only selectively, but not in all situations in
which special protection is required. No overarching concept is discernible behind the few
provisions.’®

While the GDPR has recognised the need for specific data protection for children, it has so
far been adressed only in a piecemeal manner that seems inadequately in both concep-
tual and situational terms.®® The primary focus is on the general protection of personal
data, intended to safeguard such data against economic exploitation, state intrusion and
technological risks. Personal data relating to children does indeed benefit from particular
protection, as reflected in several provisions of the GDPR. However, this protection does

56 Onthe protection of children against economic exploitation, see Article 32 of the UN Convention on the
Rights of the Child.

57 RofBnagel, ‘Der Datenschutz von Kindern in der DSGVO (Data protection for children in the GDPR)’, ZD
2020, 88 ff.

58 Critical also Rof3nagel, ‘Der Datenschutz von Kindern in der DSGVO (Data protection for children in the
GDPR)’, ZD 2020, 88 ff.

59 Critical also Ronagel, ‘Der Datenschutz von Kindern in der DSGVO (Data protection for children in the
GDPRY)’, ZD 2020, 88 ff., 90.

60 Critical also Rof3nagel, ‘Der Datenschutz von Kindern in der DSGVO (Data protection for children in the
GDPR)’, ZD 2020, 88 ff., 92.
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not carry the same weight as that afforded to special categories of personal data (Article
9 GDPR - which also includes biometric data), nor have specific provisions been enacted
in its favour comparable to Articles 85 ff. GDPR (protection of freedom of expression and
of the press under Article 85 GDPR, freedom of information under Articles 85, 86 GDPR,
data relating to employment under Article 88 GDPR, or freedom of research under Article
89 GDPR). Child protection is therefore a relevant concern within the GDPR, but not one
of overriding importance.

This should be borne in mind when assessing whether the rights of children and young
people are sufficiently protected by the GDPR against the risks of the digital age — the
answer to this question is unequivocally: no.

Against this background, the particular vulnerability of children and the specific risks as-
sociated with the processing of biometric data in Al-based procedures must be examined.
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lll. Classification of biometric data in the context
of the GDPR, the DSA, the Al Act and other
relevant legislation

The GDPR is not the only relevant European legislative instrument when it comes to the
use of biometric data relating to children.

lll.1. Digital Services Act

The REGULATION (EU) 2022/2065 OF THE EUROPEAN PARLIAMENT AND OF THE
COUNCIL of 19 October 2022 on a Single Market for Digital Services and amend-
ing Directive 2000/31/EC (Digital Services Act) is designed to establish uniform®!
European liability and safety rules for digital platforms, services and products.

By imposing obligations on online platforms to moderate online content, it seeks in par-
ticular to curb the dissemination of illegal and ‘harmful’ content (criminal offences, ‘hate
speech’ and disinformation) and thereby to enhance the protection of internet users. In
the era of so-called ‘platform capitalism’,%? it thus serves to strengthen the enforcement
of European legal standards. The statutory obligations are graduated according to com-
pany size: ‘very large’ online platforms and search engines such as Facebook, Wikipedia
or Google Search were required to comply with certain provisions as early as November
2022. These include, in particular, the central risk assessments intended to form the basis
for platforms’ precautionary measures. Since 17 February 2024, the Regulation has ap-
plied to all digital actors.®® Online platforms and search engines may be fined up to 6 per
cent of their worldwide annual turnover. For very large online platforms (with an average
of more than 45 million monthly active users of the service®*), the European Commission
acts as the supervisory authority. Minors benefit from specific protection under the DSA:
platforms used by minors must take particular measures to safeguard them, including a
complete prohibition of targeted advertising.

aa) Personal data

Although the DSA refers in various provisions to the constituent element of ‘personal data’
(see Article 26(3) DSA and Article 39(1), DSA), the protection of individuals with regard
to the processing of personal data is governed exclusively by the relevant provisions of
Union law in this field, in particular Regulation (EU) 2016/679 and Directive 2002/58/EC
(see Recital 10(3) DSA). Accordingly, both the definition of personal data and the scope of
its protection are determined solely by reference to the GDPR.

bb) Biometric data

The legal position is similar with regard to biometric data: although Article 26(3) DSA re-
fers to ‘sensitive’ data (‘Providers of online platforms shall not present advertisements to
recipients of the service based on profiling as defined in Article 4, point (4), of Regulation
(EU) 2016/679 using special categories of personal data referred to in Article 9(1) of Regu-
lation (EU) 2016/679.") and thus also regulates the processing of biometric data. It does so
by referring back to the GDPR, which therefore remains decisive (see Recital 94).

61 Previously, the German Network Enforcement Act of 1 September 2017, Federal Law Gazette I, p. 3352,
applied.

62 Stefan Krempl, Digital Services Act: Rechtliches Betriebssystem gegen das wilde Netz (Legal operating
system against the wild web), in: heise online of 16 December 2020.

63 Summary of the legislation in EUR-Lex (Publications Office of the European Union), https://eur-lex.euro-
pa.eu/legal-content/DE/TXT/?uri=LEGISSUM: 4625430, accessed on 3 February 2025.

64 https://ec.europa.eu/commission/presscorner/detail/de/ip 23 2413, accessed on 18 January 2025.
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cc) Data relating to children/minors

The provisions of the DSA concerning minors and their protection in the context of digital
platforms, services and products are more extensive. A number of general protective mea-
sures in favour of minors are set out in Article 28 DSA on the online protection of minors.
It provides:

‘(1) Providers of online platforms accessible to minors shall put in place appropriate
and proportionate measures to ensure a high level of privacy, safety, and security
of minors, on their service. (2) Providers of online platform shall not present adver-
tisements on their interface based on profiling as defined in Article 4, point (4), of
Regulation (EU) 2016/679 using personal data of the recipient of the service when
they are aware with reasonable certainty that the recipient of the service is a minor.’

Beyond the broadly framed requirement to ensure a ‘high level of privacy’ Article 28 DSA
contains no specific protective standards — in particular none relating to the protection,
which is of relevance here, of biometric data of children against Al-based processing. This
arguably low level of of protection is further shaped by the fact that providers of online
platforms are not required to determine whether their users are minors (see Article 28(3)
DSA: ‘Compliance with the obligations set out in this Article shall not oblige providers
of online platforms to process additional personal data in order to assess whether the
recipient of the service is a minor.”) In practice, this renders the protective approach large-
ly ineffective. This remains unchanged by the reference to the particular vulnerability of
children (for example in Recital 12, which refers by way of example to the ‘dissemination
of child sexual abuse material’) or by the statement in Recital 71: ‘The protection of minors
is an important policy objective of the Union.” Effective protection only arises where the
service ‘is directed at minors’, ‘is predominantly used by minors’, or where ‘the provider is
otherwise aware that some of its recipients of the service are minors’. This is by no means
consistently the case. The DSA therefore does not comprehensively guarantee consistent
protection of minors. In some instances, the protective requirements are limited to provid-
ers of very large online platforms and very large online search engines (Recital 89). Other
obligations imposed on providers remain vague and non-binding (Recital 71: ‘They should
consider best practices and available guidance, such as that provided by the communi-
cation of the Commission on A Digital Decade for children and youth: the new European
strategy for a better internet for kids (BIK+)’). The DSA’s protective provisions are more
stringent only in relation to advertising and profiling concerning minors (see Recital 95).
Furthermore, in the identification and assessment of systemic risks associated with online
services, reference is regularly made to the need to protect children, for example in Article
34 DSA (risk assessment), which refers to the rights of the child enshrined in Article 24
of the Charter of Fundamental Rights of the European Union (point (b)) and to minors as a
group requiring protection (point (d)).*®

Here too, however, only providers of very large online platforms and very large online
search engines are addressed. The same applies to the risk mitigation obligations under
Article 35 DSA. Among the risk mitigation measures listed there is, inter alia (point (j)),
‘targeted measures to protect the rights of the child, including age verification and paren-
tal control tools, tools aimed at helping minors signal abuse or obtain support’ (see also
Recital 81, which identifies as a risk associated with the design of online interfaces the
intentional or unintentional exploitation of the weaknesses and inexperience of minors or
the encouragement of addictive behaviour. See further Recital 104, which refers to nega-
tive effects on minors, including the exploitation of minors driven by profit motives, which
may be particularly harmful to vulnerable users).

Finally, the DSA also emphasises the need to fulfil information obligations in a manner
that enables minors to benefit from them (on the child-friendly design of information ob-
ligations, see Article 14(3) DSA, Terms and conditions): ‘Where an intermediary service is

65 Seein particular Recital 83 DSA in this regard.
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primarily directed at minors or is predominantly used by them, the provider of that inter-
mediary service shall explain the conditions for, and any restrictions on, the use of the
service in a way that minors can understand.”® Accordingly, the DSA does contain provi-
sions relating to minors and their protection in the context of digital platforms, services
and products. However, that protection is only selective, in part limited to particularly
large providers, and formulated in more concrete terms only with regard to online adver-
tising targeted at children.

lll.2. Al Act

Regulation (EU) 2024/1689 of the European Parliament and of the Council of 13 June 2024
laying down harmonised rules on artificial intelligence and amending Regulations (EC) No
300/2008, (EU) No 167/2013, (EU) No 168/2013, (EU) 2018/858, (EU) 2018/1139 and (EU)
2019/2144 and Directives 2014/90/EU, (EU) 2016/797 and (EU) 2020/1828 (Artificial In-
telligence Act) was promulgated on 12 July 2024; with certain exceptions, its provisions
will apply from 2 August 2026.

The Al Act classifies Al technologies, including generative Al, into four distinct risk catego-
ries, ranging from ‘Al systems presenting an unacceptable risk’, to ‘high-risk Al systems’
and ‘Al systems subject to transparency obligations’, through to minimal or no risk. Dif-
ferent prohibitions and compliance, reporting, documentation, due diligence and informa-
tion obligations are attached to these risk levels; the Al Act thus likewise implements a
risk-based approach. Technologies presenting an unacceptable risk, such as social scor-
ing, biometric video surveillance or facial recognition, as well as automated emotion rec-
ognition and behavioural manipulation, are subject to a complete prohibition for private
providers. However, a ban on predictive policing (the statistical assessment of the likeli-
hood of criminal offences) or on biometric surveillance (the analysis of biometric data in
real-time monitoring) was not included in the Al Act.’

High-risk Al systems include, in particular, systems that process biometric data (Article
6(2) Al Act in conjunction with Annex Ill, point 1(a) and (b)). Providers of high-risk Al sys-
tems are required, inter alia, to establish a risk management system, comply with data
quality requirements and ensure human oversight of the Al system.5®

Companies that infringe the Al Act may face fines of up to 7 per cent of their total world-
wide annual turnover for the preceding financial year. The Al Act does not provide for indi-
vidual enforcement, such as the right to compensation laid down in Article 82 GDPR.

aa) Personal data

As a legislative act, the Al Act is linked to Al technologies and therefore applies irrespec-
tive of whether Al models or systems use or contain personal data. Nevertheless, the Al
Act also contains provisions that are triggered by the processing of personal data. Article
2(7) Al Act makes clear at the outset that the protective regime of the GDPR takes prece-
dence:

‘Union law on the protection of personal data, privacy and the confidentiality of

66 See also Recital 46.

67 For criticism, see Markus Reuter, Ampel verpasst Grundrechteschutz bei der Regulierung kiinstlicher
Intelligenz (Coalition fails to safeguard fundamental rights in the regulation of artificial intelligence),
Netzpolitik.org of 7 December 2022, https://netzpolitik.org/2022/ai-act-der-europaeischen-union-am-
pel-verpasst-grundrechteschutz-bei-der-regulierung-kuenstlicher-intelligenz/,
accessed on 4 February 2025.

68 Cf. Article 8 ff..
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communications applies to personal data processed in connection with the rights
and obligations laid down in this Regulation. This Regulation shall not affect Regu-
lation (EU) 2016/679 or (EU) 2018/1725, or Directive 2002/58/EC or (EU) 2016/680,
without prejudice to Article 10(5) and Article 59 of this Regulation.’

This is also confirmed by Recital 10:

‘This Regulation does not seek to affect the application of existing Union law gov-
erning the processing of personal data, including the tasks and powers of the in-
dependent supervisory authorities competent to monitor compliance with those
instruments. It also does not affect the obligations of providers and deployers of
Al systems in their role as data controllers or processors stemming from Union or
national law on the protection of personal data in so far as the design, the devel-
opment or the use of Al systems involves the processing of personal data. It is also
appropriate to clarify that data subjects continue to enjoy all the rights and guar-
antees awarded to them by such Union law, including the rights related to solely
automated individual decision-making, including profiling.’

The Al Act also relies on the GDPR for relevant definitions, for example in Article 3(37)
(‘special categories of personal data’ within the meaning of Article 9(1) GDPR), Article 3(50)
(‘personal data’ within the meaning of Article 4(1) of Regulation (EU) 2016/679) and Article
3(51) (‘non-personal data’). It likewise refers to transparency obligations under the GDPR
(Article 50, transparency obligations for providers and deployers of certain Al systems).®®

Exceptional’ derogating provisions, such as Article 10 (Data and Data Governance; here:
paragraph 5: ‘To the extent that it is strictly necessary for the purpose of ensuring bias de-
tection and correction in relation to the high-risk Al systems in accordance with paragraph
(2), points (f) and (g) of this Article, the providers of such systems may exceptionally pro-
cess special categories of personal data, subject to appropriate safeguards for the funda-
mental rights and freedoms of natural persons.’) or Article 59 Al Act (Further Processing of
Personal Data for Developing Certain Al Systems in the Public Interest in the Al Regulatory
Sandbox; paragraph 1: ‘In the Al regulatory sandbox, personal data lawfully collected for
other purposes may be processed solely for the purpose of developing, training and test-
ing certain Al systems in the sandbox when all of the following conditions are met: [...]")
rather confirm this fundamental allocation.”

bb) Biometric data

The Al Act also addresses biometric data. In Article 3(34) , it refers to the primary defi-
nition set out in Article 4(14) GDPR,”? but then further distinguishes between ‘biometric
identification’ (Article 3(35)) and ‘biometric verification’ (Article 3(36)). Within the differ-
entiated risk framework, Al systems in the field of biometrics are listed in Annex Il to the
Al Act as high-risk Al systems pursuant to Article 6(2) :

69 However, there are relevant exceptions in Article 50(3), second sentence, : ‘This obligation shall not
apply to Al systems authorised by law to detect, prevent, investigate or prosecute criminal offences,
subject to appropriate safeguards for the rights and freedoms of third parties.’

70 See, onthe general principle, Recital 63: ‘This Regulation should not be understood as providing for
the legal ground for processing of personal data, including special categories of personal data, where
relevant, unless it is specifically otherwise provided for in this Regulation.’

71 Inthisregard, see Recital 69: ‘The right to privacy and to protection of personal data must be guaranteed
throughout the entire lifecycle of the Al system.’

72 See Recital 14: ‘The notion of ‘biometric data’ used in this Regulation should be interpreted in light of the
notion of biometric data as defined in Article 4, point (14) of Regulation (EU) 2016/679, Article 3, point
(18) of Regulation (EU) 2018/1725 and Article 3, point (13) of Directive (EU) 2016/680.’
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(a) remote biometric identification systems. This shall not include Al systems intended to
be used for biometric verification the sole purpose of which is to confirm that a specific
natural person is the person he or she claims to be;

(b) Al systems intended to be used for biometric categorisation, according to sensitive or
protected attributes or characteristics based on the inference of those attributes or char-
acteristics.’

Recital 54 Al Act explains this classification as follows: ‘As biometric data constitutes a
special category of personal data, it is appropriate to classify as high-risk several criti-
cal-use cases of biometric systems, insofar as their use is permitted under relevant Union
and national law.’

Overall, the Al Act thus makes use of the legal concepts of ‘personal data’ and ‘biometric
data’, but does so in a subsidiary manner, referring back to the requirements of the GDPR.

cc) Data relating to children

The text of the Al Act does not expressly refer to children or minors. However, Article 5 of
the, which lists ‘prohibited Al practices’, clearly refers to this group in paragraph 1, which
provides: ‘The following Al practices shall be prohibited:

[...]

(b) the placing on the market, the putting into service or the use of an Al system that ex-
ploits any of the vulnerabilities of a natural person or a specific group of persons due to
their age, disability or a specific social or economic situation, with the objective, or the
effect, of materially distorting the behaviour of that person or a person belonging to that
group in a manner that causes or is reasonably likely to cause that person or another per-
son significant harm;’

Only indirectly is reference made to children in Annex Il No. 3 of the , where Al systems in
the field of ‘education and vocational training’ are classified as high-risk Al systems.

It is only in Recital 9 that minors are mentioned, albeit without establishing any autono-
mous regulatory intention within the Al Act itself:

‘For example, national labour law and law on the protection of minors, namely per-
sons below the age of 18, taking into account the UNCRC General Comment No 25
(2021) on children’s rights in relation to the digital environment, insofar as they are
not specific to Al systems and pursue other legitimate public interest objectives,
should not be affected by this Regulation.’

Only Recital 48 of the Al Act expressly acknowledges the particular need for protection of
children, yet here too it refers to other legal provisions as being determinative:

‘In addition to those rights, it is important to highlight the fact that children have
specific rights as enshrined in Article 24 of the Charter and in the United Nations
Convention on the Rights of the Child, further developed in the UNCRC General
Comment No 25 as regards the digital environment, both of which require consider-
ation of the children’s vulnerabilities and provision of such protection and care as
necessary for their well-being.’

According to the, children therefore undoubtedly have an increased need for protection.

However, this need is not elaborated upon independently within the Regulation. Rather,
the Al Act confines itself to referring to other relevant protective provisions. In addition,
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the exceptions provided for in the Al Act — for example in relation to the use of Al for safe-
guarding national security or in the context of border control — apply equally to children.
Minors therefore do not enjoy any special protective status in this regard.

Under the provisions of the , even young persons suspected of terrorism could be subject-
ed to Al applications without their age-related vulnerability being taken into account. The
use of Al-based age assessment — for example at the state border upon entry or exit — is
likewise not subject to any further restrictions under the .
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Interim conclusion

Adequate protection of the rights of children and young people against the risks of the
digital age (in this context: Al development and applications) can therefore, at best, be
achieved through a combined assessment of the protective effects of several legislative
instruments (cf. GDPR, Al Act and DSA). However, this would require additional legislative
efforts, potentially in the form of a legal instrument specifically tailored to the rights and
interests of children and young people.

In light of the primacy of EU law, such an instrument could only be situated at European
legislative level. Given that EU directives have, over recent decades, proven only partially
effective as regulatory tools, it should take the form of a regulation. This would ensure its
direct applicability and its capacity to displace conflicting national law in practice, thereby
effectively safeguarding the fundamental rights of children within the digital environment.

On the basis of an assessment of the need for protection, a ‘Regulation on the protec-
tion and empowerment of children in the digital world’ would, on the one hand, need
to address and help overcome the vulnerability of minors and, on the other, consistently
recognise that children possess rights of their own and, depending on their level of devel-
opment, are entitled to exercise freedoms independently in the digital sphere. According-
ly, the legal instrument should, in particular, address and regulate the following issues:

— Children’s access to the opportunities offered by the internet

— Protective concepts relating to online content that is particularly harmful in light of age

— Establishment of a right to participation and to empowerment for digital participation

— Development of the legal relationship between children and those with parental re-
sponsibility

— Decision-making rights upon reaching the age of majority

— Guarantee of a right to enter adulthood free from digital burdens

In order to ensure a coherent system of protection, this legal instrument would also need

to take precedence over the other aforementioned legislative acts of the European Union,
so as to enable its protective effect to be fully realised.
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IV. Development of permissible fields of
application for biometric data of children
in Al applications

With regard to potential fields of application for biometric data of minors in Al applications,
the legal position may be summarised as follows: While the GDPR significantly restricts
the use of biometric data, it does not provide for any general extension of this protection
of personal data specifically in relation to children. The same accounts for the DSA or the
Al Act. Although the latter prohibits certain Al deployment scenarios, these prohibitions
are not aimed at enhanced protection for children but are instead focused on particular
purposes for which Al may be used.

Against this background, it is possible — by way of example - to identify and delineate
fields of application in which, under the current European legal framework, the use of
children’s biometric data in Al applications may be classified as lawful.

Before examining these illustrative cases in greater detail, two scenarios should be dis-
tinguished with a view to the specific characteristics of the development and deployment
of Al models:

IV.1. Data processing for the training of foundation models

Artificial intelligence is now encountered in the form of applications, for example as chat
apps (such as ChatGPT) or as support tools for everyday data processing (such as Copilot
in Microsoft Office). These applications are based on Al models, that is to say programmes
trained on a set of data in order to recognise specific patterns or to take certain decisions
without further human intervention. As foundation models, they have not yet been trained
for a specific intended purpose,” but they form the basis for LLMs or image recognition
systems, which undergo additional specialised training for their particular use case. At the
same time, these pre-trained datasets constitute the foundation of almost all Al systems
currently in operation. Artificial intelligence models apply different algorithms to relevant
data inputs in order to accomplish the tasks or generate the outputs for which they have
been programmed.’

Both the programming of Al models and the use of Al-based applications may involve
points of contact with personal data. The training of Al models relies on the use of very
large volumes of data, which may include personal data. While the algorithms of Al models
themselves will generally not contain personal data, they reflect in their structure the per-
sonal data on which they were trained. Whether Al models should therefore be regarded
as personal data (and thus be assessed under the GDPR) remains a matter of controversy.
The Opinion of the European Data Protection Board (EDPB) of December 20247° likewise
leaves this question unanswered’® and assigns the decision in this regard to the compe-
tent data protection supervisory authorities. Two lines of argument stand in irreconcilable
opposition: ‘digitalisation has rendered virtually all data capable of being related to a per-

73 Adata protection justification (cf. Article 5(1)(b) GDPR) for the use of personal training data therefore
cannot be derived from the intended purpose of deployment.

74 See, for example, https://www.ibm.com/de-de/topics/ai-model ‘What is an Al model’,
accessed on 6 February 2025.

75 EDPB Opinion 28/2024 on certain data protection aspects related to the processing of personal data in
the context of Al models (Adopted on 17 December 2024).

76 ‘EDPB considers that Al models trained with personal data cannot, in all cases, be considered anony-
mous (a case-by-case basis)’.
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son’ versus ‘in large datasets such as training data, any personal reference is effectively
lost.” What is clear, however, is that the use of personal data for the purpose of training an
Al model falls within the scope of the GDPR, in particular the principles set out in Article
5 GDPR.

Applied to our research question, it can therefore be stated, as a matter of principle, that
the use of biometric children’s data for the purpose of training an Al system requires a
legal basis under Article 6(1) GDPR. In this context, the most obvious legal basis — namely
the practically most significant provision, Article 6(1)(f) GDPR (legitimate interests) — does
not apply. This is because that legal basis, which depends on a balancing of the control-
ler’s legitimate processing interests against the data subjects’ interests worthy of protec-
tion, will almost never be relevant in the context of particularly sensitive personal data
(special categories of personal data) within the meaning of Article 9(1) GDPR. The required
balancing exercise will, owing to the sensitivity of biometric data, favour the data sub-
jects; where children’s data are concerned — data deserving of enhanced protection - this
outcome is virtually inevitable.

Although the prohibition on processing under Article 9 GDPR is subject to exceptions,
paragraph 2 contains only a few that could be relied upon for the use of children’s data
in Al training. Consent (Article 9(2)(a) GDPR) is at least highly impracticable, since mod-
el training regularly requires very large volumes of data and the multitude of consents
(from those with parental responsibility) would in all likelihood be impossible to obtain.
An exception in the context of Article 9(2)(c) GDPR appears more conceivable. Under that
provision, the processing of special categories of personal data is exceptionally permis-
sible where it is ‘necessary to protect the vital interests of the data subject or of another
natural person where the data subject is physically or legally incapable of giving consent’.
This will be examined in greater detail in Example 1 (border controls using Al-based age
verification).

Finally, the use of biometric children’s data for training an Al model for purposes of public
health (Article 9(2)(i) GDPR) or preventive or occupational medicine (Article 9(2)(h) GDPR)
would also be conceivable. This scenario is considered in greater detail in Example 2.
It is likewise not implausible to seek to rely on the research privilege under the GDPR
(cf. Article 9(2)(j) GDPR), particularly as Article 89 GDPR substantially lowers the GDPR’s
protective standards in the research context. However, Article 9(2)(j) GDPR requires, for
this purpose, an express legal basis in Union law or the law of a Member State, which has
not yet been enacted in favour of Al training. In this context, Al training based on specific
statutory provisions is also conceivable (Article 9(2)(g) GDPR, processing for reasons of
substantial public interest; see Example 1 below). To date, however, legislators have not
taken action in this regard; on the contrary, Article 9(4) permits Member States to impose
further restrictions on the processing of biometric data. Accordingly, at least for non-state
actors, the consent of the data subjects (pursuant to Article 9(2)(a) in conjunction with
Article 6(1)(a) GDPR) ultimately remains the only available basis for the processing of bio-
metric children’s data for the purpose of training Al models — and such consents, in the
necessary (vast) quantities, are neither realistically obtainable nor manageable.

It may therefore be predicted that, owing to the strict requirements of the GDPR, the train-
ing of Al models using biometric children’s data will predominantly take place outside
the EU - and will thus remain beyond the reach of European values. That this constitutes
a problematic forecast, both from an economic perspective and with regard to ensuring
child protection, is self-evident.
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IV.2. Data processing in the context of the use of Al systems

The use of Al systems may likewise involve the processing of biometric children’s data.
This may arise, for example, where the Al user supplies such personal data to the Al sys-
tem as part of their inputs (prompts), but also in the course of the application process
itself, where the Al system retrieves additional data in order to perform the task as effec-
tively as possible (for instance, by collecting information from the internet).

The legal position is similar to that outlined above in relation to the use of training data
for Al models. In the absence of an express statutory basis, only Article 6(1)(a) in conjunc-
tion with Article 9(2)(a) GDPR ultimately remains applicable. However, two key aspects
must be considered here by way of distinction. First, in the case of application processes,
consent-based data processing is considerably more plausible, at least where the user
themselves discloses their biometric data within the application. In the case of minors, it
would ‘merely’ need to be taken into account that, as a rule, those with parental responsi-
bility must provide or approve the consent. Secondly, according to the view of the EDPB,””
there is the additional issue that, under the infection theory, unlawful training of Al mod-
els may ‘carry over’ to the lawfulness of the use of the Al application, thereby rendering
processing operations that are in themselves lawful unlawful. This position of the EDPB is,
however, controversial and finds little support in the GDPR, which otherwise assesses the
lawfulness of processing operations separately. The use of biometric children’s data in the
context of Al applications may therefore, in principle, be justified on the basis of consent;
where consent is obtained within the application process, this may also prove practicable.

IV.3. Article 22 GDPR as a unique provision

Under the GDPR, a second aspect must be taken into account in the use of Al which signifi-
cantly restricts the usability of Al applications within the EU. Article 22 GDPR, as a unique
provision, does not regulate the use of personal data but rather places restrictions on the
automation of decision-making processes. It provides that every person has ‘the right
not to be subject to a decision based solely on automated processing, including profiling,
which produces legal effects concerning him or her or similarly significantly affects him
or her’. Article 22 GDPR, which previously played at most a limited role in the field of per-
sonalised advertising (profiling), acquired particular significance as a result of a decision
of the Court of Justice of the European Union (the Schufa judgment).”® That judgment con-
siderably broadened the scope of the provision. According to the Court, the term ‘decision’
within the meaning of Article 22(1) GDPR encompasses not only the final determination in
a decision-making situation but also any preparatory act on which the controller ‘relies to
a significant extent’.”®

Whether intended by the Court of Justice or not, the decision significantly narrowed the
scope for the deployment of Al. The anticipated efficiency gains can only be realised if the
‘automated processing’ (the use of Al-generated and Al-generating algorithms) prevails
directly with its outputs and replaces human decision-making. Any human ‘review’ of the
Al decision that goes beyond mere spot checks reduces efficiency in temporal terms and
weakens the intended consistency of decision-making processes and outcomes. This will

77 EDPB Opinion 28/2024 on certain data protection aspects related to the processing of personal data in
the context of Al models (Adopted on 17 December 2024).

78 JUDGMENT OF THE COURT OF JUSTICE (First Chamber) of 7 December 2023, Case C-634/21, available
at: https://curia.europa.eu/juris/document/document.jsf;jsessionid=689CCB95A2A8725D7D9595DF-
4CAEC509?text=&docid=280426&pagelndex=0&doclang=DE&mode=Ist&dir=&occ=-
first&part=1&cid=28920507.

79 ‘where that probability value is decisive for whether a third party to whom that probability value is trans-
mitted, establishes, performs or terminates a contractual relationship with that person’, CJEU, judgment
of 7 December 2023, Case C-634/21, operative part.
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be invoked in opposition to children’s rights and the best interests of the child, in that re-
duced efficiency may be framed as an economic factor that displaces all other values and
interests. Article 22 GDPR also provides for exceptions to this prohibition. Article 22(2)
(c) permits an express consent of the data subject (subject to the safeguards laid down
in paragraph 3). However, paragraph 4 provides for a counter-exception where decisions
pursuant to paragraph 2 are based on Article 9 data. The further exceptions referred to in
paragraph 4 (Article 9(2)(a) and (g) GDPR) are in principle applicable to the use of biomet-
ric data of children examined here, whether on the basis of consent or statutory authori-
sation. In the case of Al applications, however, the question of the practicability of han-
dling all processing on the basis of consent immediately arises again due to the massive
amount of data being processed.

To date, no statutory authorisations exist for the use of Al in these scenarios.

IV.4. Three practical examples

aa) Example 1: Border controls using Al-supported age verification

Upon entry of migrants into the federal territory, they may in certain circumstances lack
identity documents recognised in Germany. Even the Federal Police possess reliable
means of establishing identity only in exceptional cases. As a result, unaccompanied or
accompanied minors may be unable to prove their age (and thus their particular need for
protection), with the consequence that the protective provisions of asylum and immigra-
tion law do not apply to them. This necessitates age assessments within asylum proceed-
ings in order to verify minority.

This constitutes a field of application for Al-supported age verification. On the basis of
third-party datasets (typically facial images are used) serving as training data, Al models
are trained to identify patterns within those datasets (as a rule, relational proportions be-
tween facial features are developed as patterns) that permit a reliable assessment of age or
age category (certainly under 18 years / probably under 18 years / probably over 18 years
/ certainly over 18 years).t° Upon entry, the biometric data® of the person concerned are
supplied to the relevant Al application,®? which transmits the result to the Federal Police.

Al-supported age verification on entry is not aimed at identifying or verifying the identity
of the person seeking entry, as the relevant identity data have neither previously been
collected nor stored and, as a rule, are not otherwise accessible (in the country of origin or
any transit country of the person seeking entry).

80 Market providers state that their Al can estimate age with an accuracy of approximately two years; see
‘Automated age verification: Al checks age in Edeka supermarkets’, Computerwoche, accessed on 6
February 2025. See also https://www.mind-verse.de/news/zukunft-des-einkaufens-durch-ki-gestuetz-
te-altersverifikation-in-supermaerkten, accessed on 6 February 2025. Other providers indicate a margin
of error of ‘less than one year’; see https://www.innovative-technology.com/age_identity verification/.
In contrast to the manufacturers’ claims, Hruschka/Nestler conclude that ‘all known methods of age as-
sessment are incapable of producing reliable results’; see https://www.kindernothilfe.de/-/media/knh/
infothek-neu/fachpublikationen/gutachten-geas.pdf, pp. 35-40.

81 This differs from so-called age categorizers, which are likewise based on proprietary Al-supported soft-
ware but rely on social media profile data and usage behaviour, and thus do not process Article 9 data;
see https://www.heise.de/news/Altersverifikation-So-will-Meta-luegende-Teenies-erkennen-10004849.
html, accessed on 6 February 2025.

82 Earlier age verification systems could be used only where valid identity documents were available; see,
for example,
https://www.pxl-vision.com/de/produkt/px|-age?kw=altersverifikation, accessed on 6 February 2025.
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aaa) Example 1: Permissible under the GDPR?

Al-supported age verification on entry is carried out using biometric data. In general, age
verification using biometric data, for example to exclude children from harmful applica-
tions (depictions of violence on the internet / pornography / politically extremist content),
is in principle possible pursuant to Article 9(2)(c) in conjunction with Article 6(1)(d) GDPR
(the processing is necessary in order to protect the vital interests of the data subject or
of another natural person and the data subject is physically or legally incapable of giving
consent). However, due to the use of biometric data, reliance on Article 6(1)(f) GDPR as a
legal basis will regularly fail in view of the overriding interests of the (minor) data subject.

Where age verification constitutes a mandatory requirement for the controller in respect
of all users, processing pursuant to Article 9(2)(g) in conjunction with Article 6(1)(c) or (e)
GDPRis also conceivable. In such cases, Article 11 GDPR is always relevant, as it limits the
controller’s obligations where (as here) identification of the data subject is not intended.
It must also be taken into account that erroneous Al-supported age verification may unjus-
tifiably restrict the access rights of the data subjects.®?

In the present case (border controls involving Al-supported age verification), Article 9(2)
(g) in conjunction with Article 6(1)(c) or (¢) GDPR may serve as a data protection legal ba-
sis. In each instance, this would require the creation of a statutory basis which ‘shall be
proportionate to the aim pursued, respect the essence of the right to data protection and
provide for suitable and specific measures to safeguard the fundamental rights and the
interests of the data subject’ (cf. Article 9(2)(g) GDPR). This means that, in application of
the principle of proportionality, the statutory basis would, for example, have to prohibit
the identification of those persons seeking entry whose data are processed for the pur-
pose of age verification. It would also have to provide for an obligation to review the error
rate of the Al application, since a higher susceptibility to error of the Al system is to be
presumed in relation to minors and ethnic minorities.®“In addition, pursuant to Article 9(4)
GDPR, Member States are free to introduce or maintain additional conditions, including
limitations, as the processing of biometric data is at issue in the present case.

bbb) Permissible under the Al Act?
The Al Act likewise does not impose a general prohibition on Al-supported age verification
in the context of state entry controls.

In this respect, doubts already arise as to the applicability of the Al Act, which pursuant to
Article 2(3), subparagraph 1, Al Act applies only in areas falling within the scope of Union
law and in no way affects the responsibilities of the Member States with regard to national
security. Under Article 2(3), subparagraphs 2 and 3, Al Act the Regulation ‘does not apply
to Al systems where and in so far they are placed on the market, put into service, or used
with or without modification exclusively for [...] national security purposes, regardless of
the type of entity carrying out those activities. This Regulation does not apply to Al sys-
tems which are not placed on the market or put into service in the Union, where the output
is used in the Union exclusively for [...] national security purposes, regardless of the type
of entity carrying out those activities.’

83 With regard to the right to participation and access to information on the internet — including for young
people — the German Child Protection Association (DKSB) emphasises: ‘In addition to the right to protec-
tion, children and young people also have a right to participation and empowerment.’ The aim, it states,
is to ensure that they ‘become self-determined and confident in their use of these devices and media’
(https://netzpolitik.org/2024/ausweispflicht-wie-alterskontrollen-das-internet-umkrempeln-sollen/),
accessed on 6 February 2025.

84 The Al system would, in particular, have to be trained on different ethnicities, skin tones, genders and
age groups, cf. https://www.computerwoche.de/article/2833949/ki-checkt-das-alter-im-edeka-markt.
html.
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If, by contrast, the Al Act is considered applicable — for example because orderly migra-
tion does not constitute a threat to national security — Al-supported age verification in the
context of state entry controls does not fall within the prohibitions set out in Article 5 Al
Act. As regards Article 5(1)(b) and (c) Al Act, this follows from the fact that the objective
pursued is enhanced protection and in no way the exploitation of or harm to minors. Nor
is facial recognition within the meaning of Article 5(1)(e) Al Act intended. While it remains
open whether this constitutes biometric categorisation within the meaning of Article 5(1)
(g) Al Act, such categorisation would in any event not be carried out for discriminatory
purposes. Biometric real-time remote identification within the meaning of Article 5(1)(h)
Al Act does not take place in any case.

However, Al-supported age verification in the context of state entry controls is likely to
constitute a so-called high-risk Al system within the meaning of Article 6(2) Al Act in con-
junction with Annex IIl, No. 1(b) (Biometrics: Al systems intended to be used for biometric
categorisation according to sensitive or protected attributes or characteristics based on
inferences drawn from those attributes or characteristics — in the present context, both
minority and non-minority status may be regarded as a sensitive characteristic) and/or in
conjunction with Annex 11, No. 7(c) and (d) (Migration, asylum and border control: support
for the examination of asylum and visa applications and residence permits, or use for the
recognition of natural persons).

On a correct interpretation, the derogation provided for in paragraph 3 of Article 6 Al Act
does not apply. Pursuant to that provision, ‘By derogation from paragraph 2, an Al system
referred to in Annex Il shall not be considered to be high-risk where it does not pose a sig-
nificant risk of harm to the health, safety or fundamental rights of natural persons, includ-
ing by not materially influencing the outcome of decision making.’ This is unlikely to be the
case in relation to Al-supported age verification in the context of state entry controls. On
the one hand, the use of Al entails the risk of loss of protection afforded to minors; on the
other, in practice the outcome of the Al application will significantly influence the decision
on the categorisation of persons seeking entry.

The possibility that age verification might constitute a ‘narrow procedural task’ within
the meaning of Article 6(3), subparagraph 2(a) Al Act is excluded by subparagraph 3 in
conjunction with Article 4(4) GDPR (cf. Article 3, No. 52 Al Act), since Al-supported age
verification constitutes ‘a automated processing of personal data consisting of the use of
personal data to evaluate certain personal aspects relating to a natural person’ [here: a
person’s age].

Accordingly, the operator of the Al system is subject to the obligations set out in Section
2 of the Al Act (requirements for high-risk Al systems); however, Al-supported age verifi-
cation in the context of state entry controls is not prohibited as such. The legal framework
therefore imposes substantial requirements on the operation of Al-supported age verifi-
cation in the context of state entry controls, but it does not preclude its deployment on a
statutory basis.

bb) Example 2: Biometric health data of children in Al applications

The use of biometric data of minors as Al training data and in Al-driven decision-making
processes is particularly evident in the healthcare sector. In this field, Al can demonstrate
its strengths in pattern recognition, as well as in the analysis of very large datasets and in
the visualisation of complex structures. In the detection and treatment of illnesses affect-
ing minors in particular, there is a significant research and therapeutic deficit, as Western
medicine has traditionally been oriented towards the treatment of adult men.

The fields of application are diverse, including, for example, the identification of individ-
ual health risks or predispositions to physical and mental illnesses, as well as Al-based
treatment of children with rare diseases using biometric parameters for disease detection
and classification.
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aaa) Permissible under the GDPR?

With regard to the use of biometric data of minors as Al training data, reference may be
made to the above (4 a). From a data protection perspective, research is heavily privileged
under Article 89 GDPR (including in respect of Article 9 data; cf. Article 9(2)(j) GDPR). In
this context, simple ‘appropriate safeguards’, such as pseudonymisation (cf. Article 89(1),
sentence 2 GDPR), will generally suffice to justify the training. Compliance even with basic
or comparatively low data protection standards (encryption, differentiated access and au-
thorisation systems) will satisfy the statutory requirements. This outcome is also coherent
where, in the context of Al-based research into child health, the risk—benefit assessment
is favourable.

Individual treatment, including diagnostics and therapy, which encompasses the collec-
tion and use of biometric data of minor patients in Al applications, can likewise be justified
under data protection law. This may be based on Article 9(2)(c), (g), (h) or (i), GDPR in each
case in conjunction with Article 6(1)(d) (and exceptionally also (f)) GDPR. In the context of
medical treatment, consent pursuant to Article 9(2)(a) in conjunction with Article 6(1)(a)
GDPR may also be considered.

bbb) Permissible under the Al Act?

The Al Act does not contain any general prohibition on the use of biometric data of minors
as Al training data and in Al-driven decision-making processes in the healthcare sector;
the prohibitions set out in Article 5 Al Act are not applicable.

Where appropriate, the Al systems used are to be classified as high-risk Al systems pur-
suant to Article 6(2) Al Act. Annex I, No. 1(b) is applicable here (Biometrics: Al systems
intended to be used for biometric categorisation according to sensitive or protected attri-
butes or characteristics based on inferences drawn from those attributes or characteris-
tics — in the present context, the presence or absence of disease characteristics may be
regarded as a sensitive attribute; as to their sensitivity, cf. Article 9(1) GDPR).

However, depending on the type of deployment of the Al application, a derogation pur-
suant to paragraph 3 of Article 6 Al Act may apply. Either the Al application is not to be
regarded as high-risk because, in relation to health, it presents not risks but (additional)
opportunities, or — pursuant to subparagraph 2(b), (c) and (d) GDPR - it may constitute
merely an additional Al output which neither replaces nor dominates the prior medical
assessment that has already been completed.

How receptive both European and national law are in the field of (Al-based) health data re-
search is demonstrated by legislative initiatives such as the ‘European Health Data Space’
(EHDS)® and the German ‘Act to Improve the Use of Health Data’ of 25 March 2024.8¢

The legal framework therefore imposes substantial requirements on the use of biometric
data of minors as Al training data and in Al-driven decision-making processes in the health-
care sector — but it does not prevent their use; on the contrary, it actively promotes it.

85 https://health.ec.europa.eu/ehealth-digital-health-and-care/european-health-data-space_de,
accessed on 6 February 2025.

86 https://www.bundesgesundheitsministerium.de/service/gesetze-und-verordnungen/detail/gesund-
heitsdatennutzungsgesetz.html, accessed on 6 February 2025.
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bb) Example 3: Biometric children’s data in the use of Al in the education sector

The use of biometric data of minors as Al training data and in Al-driven decision-making
processes will also be of considerable significance in the education sector. On the one
hand, this applies to the development of customisable, Al-based learning methods en-
abling individually tailored learning processes. For this purpose, biometric data of chil-
dren (as the principal group of learners) are useful for training where they

a) record learning behaviour on an individual basis, thus allowing training data to be at-
tributed to specific test subjects (for example through the use of facial recognition), and

b) permit behavioural analysis of the test subjects engaged in learning (e.g. attention
span, willingness and ability to communicate) and of their emotions (emotion recognition)
on the basis of biometric data.

On the other hand, biometric data of minors may be used in Al-driven applications that
identify individual learning behaviour of minors at school, as well as existing performance
weaknesses, and use this information to provide targeted subsequent support. For this
purpose, during lessons

a) learning behaviour is recorded individually, thus allowing performance data to be at-
tributed to specific learners (for example through the use of facial recognition), and

b) behavioural analysis of the learners (e.g. attention span, willingness and ability to com-
municate) and of their emotions (emotion recognition) is carried out on the basis of bio-
metric data and correlated with individual learning outcomes.

On this basis, learning methods can be adapted and optimised for each individual learner.

aaa) Permissible under the GDPR?

With regard to the use of biometric data of minors as Al training data in the education
sector, reference may be made to the above (4 a). From a data protection perspective,
research is heavily privileged under Article 89 GDPR (including in respect of Article 9 data;
cf. Article 9(2)(j) GDPR). ‘Appropriate safeguards’ such as pseudonymisation (cf. Article
89(1), sentence 2 GDPR) and compliance with basic data protection standards (encryption,
differentiated access and authorisation systems) already satisfy the statutory require-
ments. The processing of children’s biometric data for the purposes of facial recognition
can therefore be justified, as can processing for the purposes of behavioural analysis and
emotion recognition.

The use of biometric data of minors in Al-driven applications in the education sector is
considerably more difficult to justify. Although consent pursuant to Article 9(2)(a) in con-
junction with Article 6(1)(a) GDPR appears conceivable, it is of limited suitability as a gen-
eral and permanent basis for long-term educational measures, not least because it may
be withdrawn at any time (Article 7(3) GDPR). Moreover, consent is subject to significant
reservations because education is frequently provided by state or municipal authorities;
accordingly, there are serious doubts as to whether consent can be regarded as freely
given — also in view of the individual’s dependence on educational success (cf. Article 4,
No. 11 in conjunction with Recital 43 GDPR).

No other legal bases for the processing of children’s biometric data are apparent; ac-
cordingly, the only remaining option is the creation of an appropriate statutory basis and
processing pursuant to Article 9(2)(g) GDPR. There can be no doubt as to the substantial
public interest in providing comprehensive and well-founded education for all citizens.
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The ‘appropriate and specific measures to safeguard the fundamental rights and interests
of the data subject’ are likely to include in particular:

— strict purpose limitation of the data collected, excluding any change of purpose in ac-
cordance with Article 6(4) GDPR;

— atemporal limitation of data collection measures until clarification of the individually
appropriate learning method; subsequent reviews should at most be permissible on a
sample basis;

- acomprehensive data security concept (access restrictions, encryption, etc.);

— shortretention periods for evaluated data and the earliest possible replacement of raw
data with aggregated data.

Since decisions concerning suitable learning methods and achievable learning outcomes
are of considerable personal significance, the prohibition of automated decision-making
under Article 22 GDPR (discussed in detail above at 4(b)) is applicable. Accordingly, Al
outputs may not be implemented without human review (‘human-in-the-loop’ approach).
Although statutory exceptions are conceivable in this context (cf. Article 22(2)(b) GDPR),
such provisions would have to incorporate ‘appropriate measures to safeguard the rights
and freedoms and legitimate interests of the data subject’. Whether the protective effect
of Article 22 GDPR can be set aside by the express consent of those with parental respon-
sibility (cf. Article 22(2)(c) GDPR) is, in light of the State’s protective duties in the educa-
tion sector, at the very least questionable.

bbb) Permissible under the Al Act?

Al-supported facial recognition, behavioural analysis of learners (such as attention span,
willingness and ability to communicate) and the analysis of their emotions (emotion rec-
ognition) on the basis of biometric data give rise to considerable concerns under the Al
Act. The prohibitions set out in Article 5 Al Act require closer examination in this context:

Point (a) (techniques of subliminal manipulation beyond a person’s consciousness)
may be relevant depending on the learning method employed; however, the requi-
site intention to cause harm is lacking.

With regard to points (b) and (c) (exploitation of the vulnerabilities of a natural
person or of a specific group of persons / evaluation or classification of natural
persons or groups of persons over a certain period of time based on their social
behaviour or on known, inferred or predicted personal characteristics or personal-
ity traits), there is likewise no apparent harm, detriment or disadvantage.

Point (e) (the creation of facial recognition databases through the untargeted
scraping of facial images from the internet or CCTV footage) does not apply, since
no ‘CCTV footage’ is used. In the educational institution, learners are not individu-
alised through indiscriminate surveillance capture, but rather through the attribu-
tion of behaviour to previously identified individuals.

However, the prohibition set out in Article 5(1)(f) Al Act appears to be applicable. This pro-
vision prohibits the use of Al systems ‘to infer emotions of a natural person in the areas
of workplace and education institutions, except where the use of the Al system is intend-
ed to be put in place or into the market for medical or safety reasons’. This concerns the
above-mentioned measures relating to emotion recognition. Such measures are therefore
likely to be impermissible. No exceptional authorisation of such applications by (Member
State) legislation is provided for.

By contrast, other Al-supported uses of minors’ biometric data in the education sector are
permissible in principle. However, they qualify as high-risk Al systems pursuant to Article
6(2) Al Act in conjunction with Annex Ill, point 1(b) (biometrics: Al systems intended to be
used for biometric categorisation, according to sensitive or protected attributes or charac-
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teristics based on the inference of those attributes or characteristics — in this context, the
learning ability and aptitude of minors are to be regarded in particular as sensitive char-
acteristics), or in conjunction with Annex Ill, point 3 (education and vocational training:
in particular (b) Al systems intended to be used to evaluate learning outcomes, including
where such outcomes are used to steer the learning process in institutions or programmes
at all levels of education and vocational training; (c) Al systems intended to be used for
the purpose of assessing the appropriate level of education that an individual will receive
or be able to access within institutions at all levels of education and vocational training).

On a correct interpretation, the derogation provided for in paragraph 3 of Article 6 Al Act
does not apply. Pursuant to that provision, ‘By derogation from paragraph 2, an Al system
referred to in Annex Il shall not be considered to be high-risk where it does not pose a sig-
nificant risk of harm to the health, safety or fundamental rights of natural persons, includ-
ing by not materially influencing the outcome of decision making.’ This cannot be assumed
in the case of Al-supported monitoring of learning processes. On the one hand, the use of
Al entails the risk of undermining the right to education; on the other hand, in practice the
outcome of the Al application will materially influence decisions concerning the categori-
sation of learners, for example with regard to their academic performance. Consequent-
ly, the provider of the Al system is subject to the obligations set out in Section 2 of the
Al Act (requirements for high-risk Al systems). Accordingly, the legal framework imposes
considerable requirements on the use of minors’ biometric data as Al training data and in
Al-driven decision-making processes in the education sector, but precludes their use on a
statutory basis only insofar as Al-supported emotion recognition is involved.
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Conclusion

Although the need to protect children’s data is consistently emphasised, such data are not
systematically or adequately protected under the GDPR, the DSA or the Al Act. This also
applies to children’s biometric data, the statutory level of protection of which has not been
further adapted despite the specific characteristics inherent in biometric data relating to
children.

At present, many Al applications require legislative action at European or national level in
order to be deployed in practice. However, it remains uncertain whether children’s data
will, in that context, be afforded adequate protection in light of their particular need for
protection.

Without further legislative intervention — for example through an ‘EU Regulation on the
protection and empowerment of children in the digital world’ or through national legis-
lation establishing a legal basis for the processing of children’s data for Al models and
applications — an adequate level of protection will not be achievable.
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Summary of the key findings

10.

11.

Biometric data are to be understood, by reference to the GDPR, as ‘person-
al data resulting from specific technical processing relating to the physical,
physiological or behavioural characteristics of a natural person, which allow
or confirm the unique identification of that natural person’ (verification).

Neither the Al Act nor the DSA contains an autonomous definition of biometric
data. Other conceptual or definitional approaches (such as ‘anthropometric
data’) remain possible, but must be distinguished in order to ensure termino-
logical clarity.

Neither the GDPR nor the other relevant European legal instruments provides
a specific definition of children’s biometric data.

In light of children’s particular need for protection with regard to the process-
ing of their biometric data, and also in view of the partial mutability of such
data in children, the overall picture is inconsistent. Given the specific risks
identified, this would have warranted legislative consideration.

The General Data Protection Regulation protects personal data, including that
of children. That children merit special protection beyond this general safe-
guard already follows from the Charter of Fundamental Rights of the European
Union.

An analysis of the GDPR demonstrates that it does, in a number of provisions,
recognise children’s particular need for protection and imposes enhanced sub-
stantive requirements for the lawful processing of children’s personal data.

By prohibiting the profiling of children in this way, the GDPR establishes one
of the few clear and unequivocal protective measures in favour of minors.

The GDPR does not pursue an absolute protection of children. Although there
are compelling arguments in favour of prohibiting the commercial exploitation
of children’s personal data, the EU legislature has opted against such a level
of protection. Instead, it has established merely a relative form of protection
for children’s personal data — and even this is differentiated according to age
groups. The protection of children under the GDPR is therefore neither priori-
tised nor consistently implemented.

Child protection is therefore a relevant concern within the GDPR, but not one
of overriding importance.

The Digital Services Act (DSA) does contain provisions relating to minors and
their protection in the context of digital platforms, services and products.
However, this protection is selective, in part limited to very large providers,
and becomes more concrete only in relation to online advertising targeted at
children.

Overall, the Al Act thus makes use of the legal concepts of ‘personal data’ and

‘biometric data’, but does so in a subsidiary manner, referring back to the re-
quirements of the GDPR.
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12.

13.

14,

15.

16.

17.

According to the Al Act, children do have an increased need for protection; how-
ever, the Regulation does not develop this protection autonomously. Moreover,
the exceptions provided for in the Al Act — for example in relation to the use of
Al to safeguard national security or in the conte xt of border controls — apply
equally to children. Minors therefore do not enjoy any special protective status
in this respect.

Adequate protection of the rights of children and young people against the
risks of the digital age can at best be achieved through a combined consider-
ation of the protective effects of several legislative instruments (cf. the GDPR,
the Al Act and the DSA). However, this would require further legislative efforts,
potentially including a legal instrument specifically tailored to the rights and
interests of children and young people.

Such a ‘Regulation on the protection and empowerment of children in the dig-
ital world’ should, on the one hand, address and mitigate the vulnerability of
minors and, on the other, consistently recognise that children possess their
own rights and, depending on their level of development, are entitled to exer-
cise freedoms in the digital sphere.

In particular, the legal instrument should encompass children’s access to the
opportunity space of the internet, protective frameworks relating to online
content that is particularly harmful in light of age, the establishment of a right
to participation and to empowerment for digital participation, the further de-
velopment of the legal framework governing the protective relationship be-
tween children and those with parental responsibility, and the guarantee of a
right to enter adulthood free from digital burdens. It would also need to take
precedence over other EU legal acts.

Artificial intelligence is now encountered in the form of applications based
on Al models. The use of children’s biometric data for the purpose of training
an Al model requires a legal basis under Article 6(1) GDPR, but is in principle
subject to the prohibition on processing laid down in Article 9(1) GDPR.

Among the exceptions to the prohibition on processing in Article 9(2) GDPR,
only a few are capable of being relied upon for the use of children’s data in
training Al models. Consent (Article 9(2)(a) GDPR) is, at the very least, highly
impracticable. An exception ‘to protect the vital interests of the data subject’
(Article 9(2)(c) GDPR) may be conceivable. The use of children’s biometric data
for training an Al model for public health purposes (Article 9(2)(i) GDPR) or for
preventive or occupational medicine and the provision of health care (Article
9(2)(h) GDPR) may also be possible. In order to rely on the GDPR’s research
privilege as a basis for Al training (cf. Article 9(2)(j) GDPR), an explicit legal
basis in Union law or in the law of a Member State would be required. Such
a basis has not thus far been established for Al training involving children’s
data.
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18.

19.

20.

21.

22.

23.

24,

25.

Such sector-specific statutory bases for Al training are accepted by the GDPR
(cf. Article 9(2)(g) GDPR, processing for reasons of substantial public interest).
Conversely, Article 9(4) GDPR also enables Member States to impose further
restrictions on the processing of biometric data.

In light of the strict requirements laid down by the GDPR for the training of Al
models using children’s biometric data, it may be anticipated that such train-
ing — which raises concerns both economically and with regard to ensuring
effective child protection — will predominantly take place outside the EU.

The use of Al systems may likewise involve the processing of biometric children’s
data. In the absence of an explicit statutory basis, only consent pursuant to Ar-
ticle 6(1)(a) in conjunction with Article 9(2)(@) GDPR ultimately remains. How-
ever, in the context of deployment, consent-based processing operations are
considerably more plausible. According to the EDPB, unlawful training of Al
models may ‘taint’ the lawfulness of the subsequent use of the Al application
(contamination theory).

In addition, Article 22 GDPR must be observed when deploying Al systems,
as it substantially restricts the usability of Al applications within the EU by
limiting the automation of decision-making processes. Under this provision,
every person has ‘the right not to be subject to a decision based solely on
automated processing [...]".

The case law of the Court of Justice of the European Union on Article 22 GDPR
significantly limits the possible uses of Al, as anticipated efficiency gains are
considerably reduced.

Three examples illustrate the fields in which children’s biometric data may be
used for Al models and applications: border controls involving Al-supported
age verification (Example 1), children’s biometric health data in Al applica-
tions (Example 2), and children’s biometric data in the deployment of Al within
the education sector (Example 3).

The GDPR does not in principle preclude the use of children’s biometric data
for Al models and applications; the Al Act does so only in limited scenarios,
such as automated emotion recognition and behavioural manipulation by
means of Al. The DSA, for its part, regulates the use of children’s biometric
data in Al only sporadically.

Without further legislative intervention — for example through an ‘EU Regu-
lation on the protection and empowerment of children in the digital world’ or
through national legislation establishing a legal basis for the processing of
children’s data for Al models and applications — an adequate level of protec-
tion will not be achievable.
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